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1 Introduction

Time stamp is a collection of digital data allowing to prove or to establish tem-
poral relationships between different events. As an example we may be interested
in comparing the events of forming a digital signature and of the time stamp itself.



The time stamp can also certify that some data existed at some moment of time
shown in the time stamp.

If the time stamp proves or certifies the existence of a document before some
time moment, this time stamp is called the time stamp of the document. In the time
stamp, the document is represented by its digest, computed from the document
using a cryptographic hash function.

The temporal order of two events can be compared either directly or indirectly:

e Direct comparison is possible if causal relationship exists between two time
stamps. These relationships can be created by linking using cryptographic
hash functions; as a result later time stamps will be undeniably dependent
on some or all earlier ones.

e Itis also possible to add physical time values to time stamps and later com-
pare these times. Such a comparison is indirect by its nature as there is no
way of establishing whether the physical times were attached correctly or
not.

Thus we see that physical time values do not to prove the temporal relationships,
but rather give a certain level of assurance. The reliability of such an assurance
depends heavily on the level of trust placed into the source of time value. Direct
comparison, on the contrary, allows us to prove temporal relationships without
any extra trust assumptions towards third parties.

1.1 Partiesof a Time-Stamping System

In every system utilising time-stamping, the following parties are involved:

e Client — an entity forming the time-stamping request and sending it to the
service provider using some communication protocol;

e Service provider — an entity accepting time-stamping requests and issuing
time stamps;

e \erifier —an entity verifying the correctness and relationships of time stamps.
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1.2 The Structure of a Time-Stamping System

Time-stamping service generally consists of five components with different
functionalities (see Figure 1).

e Aggregation — a component accepting a sequence of input time-stamping

requests and forming one output time-stamping request by means of au-
thentication trees (see Subsection 1.3.1).
The purpose of aggregation is improving the system’s performance by re-
ducing the server’s load as the number of requests sent directly to the server
is decreased. Aggregation layer is not compulsory if the server is powerful
enough to handle all the requests by itself. On the other hand, this com-
ponent does not introduce any security risks apart from availability (e.g.
higher risk of loss of requests). Hence, it is not necessary to authenticate
the aggregation component separately.

e Adding the time value — a component that adds the time value to the time
stamp to be formed.

e Linking — a component creating one-way dependencies between the new
time stamp and all or some older time stamps, enabling their direct compari-
son and auditing of the time-stamping service. The means of deciding which
time stamps should be directly dependent is called a linking scheme.The di-
rect dependencies are created by computing message digests using crypto-
graphic hash functions. Freshly issued time stamps are also signed by the
server assuring their authentity and instant verifiability.

e Publishing — this component is used to make a lately computed message
digest available by some public and auditable media, e.g. by printing itin a
newspaper. Publishing is one of the central means ensuring the auditability
of the service and retaining the long-term proof value of the time stamps.

e Extending — this component is used to renew the information necessary
for the time stamp verification. When extending a time stamp, the server
builds a hash chain proving that the time stamp to be extended existed be-
fore another time stamp requested by the client. The most useful kind of
extending is extending to a lately published time stamp. This enables time
stamp verification without any help (or disturbance) of the time-stamping
server.
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1.3 Components of the Time-Stamping Service
1.3.1 Aggregation

Aggregation process’s work (see Figures 2 and 3) is divided into short time
intervals (lasting e.g. one second) called rounds. During one round the component

e accepts the time-stamping requests arriving during that round,

e extracts the message digests to be time-stamped from the requests,

forms a special data structure (authentication tree) from these message di-
gests,

computes the message digest of the root of the authentication tree,

forwards this digest to a higher level aggregation component or to the link-
ing and time-adding components.

When the aggregation component gets back a time stamp to the forwarded
message digest, it sends the time stamp back to the clients, adding the proofs
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that the time-stamping request sent by the client took part in forming the round’s
digest.

The aggregation process is considerably less resource-consuming than linking
and signing the time stamps. It allows to reduce the workload of the time-stamping
server with the price of increasing the size of time stamps and loss of precision
determined by the length of the round (e.g. one second which is generally accept-
able imprecision in practice). This price is not too high as it guarantees that the
workload of linking and signing components does not depend on the number of
time-stamping requests.

The aggregation component uses Merkle’s authentication trees for aggregation
[Mer80, Mer89]. The security of aggregation depends only on collision-resistance
of the hash function used to build the authentication tree. As the same condition
is needed for the security of digital signatures, we do not need to introduce any
extra security requirements.

Merkle’s authentication tree is a method of providing short proofs (logarithmic
in the number of inputs) proofs that a bitstring = belongs to the set of bitstrings
{z1,29,...,2z,}. During a round a binary tree is constructed as follows (see Fig-
ure 4):

o the leaves are labeled with message digests extracted from the time-stamping
requests obtained during the round,

e every non-leaf is labeled with a message digest computed using a hash func-
tion H over a concatenation of the labels of its children.

Hence, the label of the root of the tree depends on all the leaves, i.e. aggregated
bitstrings. For every leaf it is possible to prove this dependence by exhibiting some
more vertices of the tree; the minimal collection of such extra nodes is called an
authentication path.

In Figure 5 we see an example of a Merkle’s authentication tree where in
order to prove that the root value d is dependent on the input x; it is enough to add
vertices z, and hz, and compute that hio = H (21, 22) and hiezq = H(h12, has).

1.3.2 Adding the Time Value

In order to add the current physical time, a new data structure is formed from
the data to be time-stamped and the time value. If the time-stamping system uses
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aggregation then the data to be time-stamped consists of output digest of the ag-
gregation phase, otherwise the message digest contained in the time-stamping re-
quest is used.

The physical time value added to the data comes from the time source. It
outputs universal coordinated time (UTC) with some error depending on its prop-
erties. This error is included in the time stamp together with the time value and it
can consist of two components:

e error of the time source togehter with the error made when reading the time,

e error caused by aggregation (the times of receiving the time-stamping re-
quest and the moment of reading the time can differ by the length of one
aggregation period).

If these components are known, the time-stamping service provider must supply
them together with issued time stamps. This error information is taken into ac-
count by the user who compares the time stamps based on the physical time value.

1.3.3 Linking

The purpose of linking is to make the time stamp dependent on some or all
of all the previous issued time stamps. It is not reasonable to create direct de-
pendencies between every pair of time stamps as the resources (both time and
space) needed to prove these dependencies would grow linearly in the number of
issued time stamps. To save these resources, time stamps are made dependent
following linking schemes. Linking schemes are collections of rules specifying
which older time stamps need to be added as extra inputs to a new time stamp
so that it would depend on all the previous ones either directly or via some in-
termediate time stamps. Linking schemes also specify what information needs to
be published in order to ensure efficient comparison and extension procedures of
timestamps.

Several linking schemes for several needs have been proposed, but time-stamp
issuance and verification procedures are the same for all of them. For further in-
formation about various linking schemes see [ABSWO01, BLLV98, BL98, BLS00,
HS91, Lip99, Wil02].

Two types of linking information is kept in a time stamp:

1. Historic message digests that enable temporal comparison between this
time stamp and earlier time stamps. This piece of information does not
change over time.

11



2. Extension information enabling temporal comparison between the time
stamp and later time stamps. This information is also used if it is necessary
to prove that some published digest depends on the time stamp. As this
proof can be carried out without any interaction with the time-stamping
server, long-term proof value of time stamps can be achieved. The extension
information can be changed during the extension process.

Linking also protects the physical time information included to time stamps, en-
sures its integrity and supports auditing the time stamping service.

1.3.4 Publishing

When issuing a time stamp, the server signs it with its private key in order to
ensure the time stamp’s integrity during the communication process and to allow
instant verification.

The security level provided by signature depends on several circumstances:
security of the signature scheme, security of the private key etc. In short term,
potential vulnerabilities caused by these security assumptions can be regarded as
negligible. But on the other hand time stamps are meant to provide long-term
proof value (even if the underlying cryptographic primitives are broken), addi-
tional measures must be taken to guarantee this value.

Sufficient level of security can be achieved by publishing. As the name of this
component reveals, the service provider publishes regularly the latest message
digests (depending on all the issued time stamps) produced by its linking scheme
in some widely accessible media. Printed media is very suitable for this purpose
as all the physical copies of a newspaper are independent from each other and
modifying all of them after printing is not realistic.

In order to verify the time stamp’s integrity based on the published values, the
verifier needs a hash chain connecting the time stamp and a published value. Such
chains are provided by the extension service.

If a time stamp has been extended to a published value, its validity can not be
denied or changed any more, even by the time-stamping authority itself; the only
prerequisite is the integrity of the published information. Long-term security of
the server’s private key and the signature scheme are not required.

Publishing enables also auditing the time-stamping authority’s actions. As the
published values depend on all the previous time stamps, it must be possible to
extend every time stamp to any later published digest. If the time-stamping service
provider is unable to do so, it can be accused in cheating.

12



1.3.5 Extending

The main purpose of extending is to renew the information proving the validity
of the time stamp. For extending a time stamp, the party interested in retaining
the proof value, sends the time stamp back to the server. The server updates the
validity proofs and sends the new time stamp back to the client.

In the process of extending the server

1. constructs a new hash chain based on the linking scheme; and

2. signs the extended time stamp.

The hash chain can be extended to a time stamp requested by the client or (if there
is no specific request) to the last published digest. Extending to another time stamp
allows comparing the two time stamps. Extending to the latest published digest
makes the time stamp independent of the server’s private key’s security. Validity
of a time stamp extended to a published value can be verified independently of
any actions taken (or not taken) by the time-stamping server. E.g. the server can
publish its private key without damaging the time stamps. This way there is no
need to trust the time-stamping server in a long run.

The process of extending a time stamp does not create a new time stamp. The
message digest of the data that was time-stamped does not (and can not) change.
Only the information proving the time stamp’s validity is updated.

2 Termsand defi nitions

Time stamp — collection of digital data created with a purpose to prove tem-
poral relationship (before, after) between different events (e.g. the creation of
some other digital data (document)).

Trust anchor — data that is used to verify time stamps but that can not be
verified itself. Trust anchor must be distributed by some channel external to the
system (where the system consists of the time-stamping service and its clients).

Self-signed certificate — a certificate that is signed with a private key corre-
sponding to the public key contained in the certificate and and the names of the
owner and the issuer of the self-signed certificate coincide. Such a certificate
does not prove that the owner really is the person referred in the certificate, but
only that someone really knows the private key corresponding to the given pub-
lic key. Self-signed certificates are used for preserving and transporting public

13



keys; the authentity of such certificates must be verified before usage by some
out-of-system means.

Time source — appliance, program or system outputting time value that is
correct in some sense, e.g. local time of some geographic location.

Time value — time output of the time source.

Signature value — byte string obtained from a document and a signer’s private
key by applying a signature scheme (e.g. RSA).

Authentication tree — tree-like data structure where the label of every non-
leaf is computer as a hash over its children’s labels. The labels of the leaves are
given and need not be computed.

Authentication path — (minimal) set of message digests aiming to prove that
the label of the root of an authentication tree depends on the label of a leaf.

Linking scheme — a prescript determining how new digests must be created
from input values and older digests in order to enable secure and efficient time
stamp verification and comparison.

Hash chain —a sequence of digests created when comparing two time stamps.

3 Representation of Data Structures

This specification uses the language ASN.1 (Abstract Syntax Notation One,
see the standard X.860 [X.680]) to represent data structures. The data described
using ASN.1 is transformed into byte stream according to DER-encoding rules
(standard X.690 [X.690]).

4 Requirementstothe Time-Stamping Service
The following requirements are set to the time-stamping service.

1. If the time between issuance of two time stamps exceeds 1.5 maximum
aggregation period durations, the earlier time stamp must be extensible to
the later one.

2. If the time between issuance of two time stamps exceeds 1.5 maximum ag-
gregation period durations, these time stamps must be directly comparable,
provided the earlier one has been properly extended.

14



3. For all the time stamps issued before some published message digest it must
be possible to extend them to this digest so that after the extension one can
verify these time stamps without using the service provider’s public key (see
Subsection 8.1.4).

5 Time-Stamping Protocol

5.1 Hash Chain

Hash chain is an acyclic data structure representing cryptographic computa-
tions. The input of every computation step is a pair of message digests, one of
which is the output of the previous computation step and the other one is given as
a constant argument. (l.e. for every hash step there is an additional message digest
given by the hash chain data structure. These digests form in fact a cryptographic
proof that the output of the hash chain computation depends on its input).

Every element of the hash chain describes one computation step. During the
hash step a cryptographic hash function is applied to the input pair and a new
message digest is produced. The output of the step is alg; ||h1||alg2||he, Where h;
denotes a message digest, alg; denotes the corresponding hash algorithm identifier
and || denotes concatenation. One of the values h; is the hash computation output
and another one is the constant digest given by the hash chain. Which one of the
digests is h; and which one hy, may vary from step to step.

Hash chain is used to represent the authentication path proving the dependence
of the output of the aggregation process on some of its inputs. The output values of
hash chain computations coincide with values in the nodes of authentication tree
occurring on the path from some leaf to the root. If computed correctly, the last
output value of the hash chain must coincide with the value in the authentication
tree’s root.

Hash chains are also used to ensure direct comparability of time stamps in
linking process.

5.2 DataFormats

Hash chain’s binary representation is constructed by concatenation of the byte
strings representing the hash steps (see Figure 6).

Binary representation of a hash step consists of a concatenation of the follow-
ing components (see Figure 7):

15
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Figure 6: Byte string representation of hash chain

Hash step

alg; o direction, alg g H

input const

Figure 7: Byte string representation of hash step

o alginpu: (length: 1 byte) — identifier of the algorithm used to hash the hash
step input. This protocol specifies only one possible algorithm:

— Identifier 0 — SHA1 (RFC3174, [SHAL])

o direction;,y,: (length: 1 byte) — shows whether the result of hashing is con-
catenated right or left from the constant message digest when forming the
result of a hash step. If the value of this byte is 0 then the input is concate-
nated right from the input ((algs, hs) is the digest of the input, (algs, h1)
is the given constant); if this byte is 1, then the input is concatenated left
from the input ((algy, hq) is the digest of the input, (algs, k) is the given
constant).

e alg.ons: (length: 1 byte) — identifier of the algorithm used to compute the
digest given as a constant. The possible values of this byte coincide with
the values of alginput-

e H.,, (the length is determined as the output length of the algorithm spec-
ified by algcons:; €.9. 160 bits in case of SHA-1) — the digest given as a
constant.

When computing the output of the hash step, the two digests (the digest of the
input and the digest given as a constant) are concatenated as shown in Figure 8
where

e alg; and alg, (both 1 byte) — the algorithms used to compute the digests
(i.e. alginpur and alg ons: in SOMeE Order),

16



Output of hash step

alg, H, alg, H,

Figure 8: Byte string representation of hash step output

e H, and H, (the lengths are determined by the output lengths of the hash
algorithms) — message digests.

5.3 The Computation Algorithm

The computations specified by the hash chain are done by the following algo-
rithm. The algorithm’s input is the byte string i nput _sequence, the output is
another byte string. The following state variables are used:

e step_resul t —the resulting value of the last hash step.

e al g_i nput —the field alg;p,: Of the current hash step.

e H i nput - the hash of the input of the current hash step.

e direction_i nput —the field direction;p,: Of the current hash step.
e al g_const —the field alg..s: Of the current hash step.

e H const —the field H,,,, of the current hash step.
The computation algorithm consists of the following steps.

1. step_result:=input_sequence
2. Start processing from the beginning of the hash chain.

3. If the hash chain is empty (i.e. has length O bytes) or the processing has
come to the end of hash chain, proceed with step 8.

4. Decode next hash step and assign values to the variables al g_i nput,
direction_input,al g const andH const.

17



5. Compute the input’s message digest as
H i nput : =hash(al g_i nput ,st ep_r esul t ), where hash() applies the
hash function specified by the first argument to the second argument.

6. Compute the output of the hash step.

(@) Ifdirection_input=1then
step_result:=alg_input||H.input|]|alg_const|]|H const
(b) Ifdi rection_i nput=0then
step_result:=alg_const||H.const|]|alg_input|]|H_nput
7. Continue with step 3.

8. Returnstep_resul t.

54 ASN.1 Representation

In the data structures used in time-stamping protocol the hash chain is repre-
sented by an ASN.1 type OCTET STI NG Its content is the byte string described
in Subsection 5.2.

55 Time-Stamping Request

The time-stamping request is given by the Ti nest anpRequest ASN.1
type.

Ti mest anpRequest :: = SEQUENCE ({
version INTEGER { v1(1) },
nmessagel npri nt Messagel npri nt,
ext ensi ons Ext ensi ons OPTI ONAL

}

The meanings of the fields contained in this structure are the following.

e ver si on - version of the time-stamping protocol in use. The current spec-
ification describes version 1.

e nessagel npri nt —message digest of the byte string to be time-stamped.

18



e ext ensi ons — reserved for later extensions of the protocol. No exten-
sions are specified in the current protocol version.

In order to represent the message digest together with the identifier of the hash
algorithm Messagel npri nt ASN.1 structure is used.

Messagel nprint ::= SEQUENCE {
hashAl gorithm Al gorithm dentifier,
hashedMessage OCTET STRI NG

}

The fields of the last structure have the following meanings.

e hashAl gori t hm- identifier of the algorithm used to create the message
digest. The Al gorithm dentifier ASN.1 type is defined in X.509
standard ([X.509]).

e hashedMessage - the message digest.

56 TimeStamp

The time stamp issued by the time-stamping service is represented as
Li nkedTi mest anpToken ASN.1 structure.

Li nkedTi mest anpToken :: = SEQUENCE {
version I NTEGER { v1(1) },
aggr egat i ons HashChai n,
ti mestanpl nfo Ti nest anpl nf o,
I i nki ngl nfo HashChai n,
si gnaturelnfo Signaturelnfo,
ext ensi ons Ext ensi ons OPTI ONAL

}

The meanings of the fields contained in this structure are the following.

e ver si on - version of the time-stamping protocol in use. The current spec-
ification describes version 1.

19



e aggr egat i ons - hash chain connecting the time-stamped data and the
output of the aggregation component contained in the time stamp. If the
input of the computation specified by the hash chain is the time-stamped bit
string, the output must correspond to the field
ti mest anpl nf o. nessagel npri nt.

Remark. The aggregation component forms an authentication tree
from the message digests of the time-stamped byte strings (which are
obtained from the time-stamping requests). At the same time input
of the hash chain representing the aggregation is the byte string itself.
Hence, the first step in aggregation hash chain computation must be
computing message digests of the byte strings forming the leaves of
the authentication tree. For achieving this it is enough to guarantee
that the parameter algiy,,.: Of the first step of the hash chain corre-
sponds to the field messagel npri nt. hashAl gori t hmof the
time-stamping request. As a result, from the byte string to be time-
stamped a message digest is computed and the result is concatenated
with another digest given by the hash step. Altogether we get the first
step in authentication path computation.

In case aggregation is not used, the length of this field is 0 and the
field t i mest anpl nf 0. messagel npri nt coincides with the

messagel npri nt field from the request (as the output of the hash
chain of zero length coincides with its input, only the message digest
of the time-stamped byte string will be included into the time stamp).

e ti mest anpl nf o — this field contains data (aggregation result, historical
message digests, time value) that is confirmed by the time-stamping service
provider when issuing the time stamp, and that the service provider is re-
sponsible for. Message digest of the DER-encoding of the t i mest anpl nf o
field is is used as the input for linking.

e | i nki ngl nf o — hash chain representing extension information joining
the linking input and some protected message digest. This digest can be
verified using some trusted source (public key of the service provider or
published data). In case when the message digest of the t i mest anpl nf o
field is used as input to this hash chain computation, the output must co-
incide with the si gnat ur el nf 0. t bsSi gnat ur el nf 0. dat aHash
field of of the time stamp. If a time stamp containing the | i nki ngl nf o
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field is extended to published data, the output of the hash chain computation
must coincide with the message digest contained in the published data.

si gnat ur el nf 0 — time stamping service provider’s signature over the
extension information.

ext ensi ons — reserved for later extensions of the protocol. No exten-
sions are specified in the current protocol version.

The Ti mest anpl nf o ASN.1 structure contains information that the time stamp-
ing service provider binds itself to when issuing the time stamp.

Ti mest anpl nfo :: = SEQUENCE ({
stanpldentifier OCTET STRI NG
messagel nmprint Messagel nprint,
genTi ne CGeneral i zedTi ne,
accuracy [0] Accuracy OPTI ONAL,
hi st ori cal Di gests SEQUENCE OF Messagel nprint,
ext ensi ons Ext ensi ons OPTI ONAL

}

The meanings of the fields contained in this structure are the following.

st anpl dent i fi er —identifier of the time stamp. This identifier must be
unique for every time stamp issued by the service provider. This property
must also hold if the service is temporarily down (e.g. due to server crash).
The users of the time-stamping service are not supposed to interpret this
field in any way, for them this field contains meaningless byte string.

messagel npri nt - result of the aggregation (see the explanation of the
field aggr egat i ons of the structure Li nkedTi nest anpToken).

genTi me — the time value expressing the time of time stamp creation.

accur acy — maximal allowed error for the time value in the genTi ne
field. The real time of time stamp creation isaccur acy+genTi ne.

hi st ori cal Di gest s —some of the previously computed digests. The
user is not supposed to make any assumptions about the order and relation-
ships between these digests.
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e ext ensi ons — reserved for later extensions of the protocol. No exten-
sions are specified in the current protocol.

In order to represent the maximum allowed error in the time value, the structure
Accur acy is used.

Accuracy ::= SEQUENCE {
seconds | NTEGER OPTI ONAL,
mllis [0] INTEGER (1..999) OPTI ONAL,
mcros [1] I NTEGER (1..999) OPTI ONAL

}

The maximum allowed error for the time given in the time stamp can be computed
by the formula
seconds +millis - 10® + micros - 10°.

If either one of the fields mi | [ i s or m cr os is missing, its value must be as-
sumed to be 0.

In order to represent the time stamping service provider’s signature the
Si gnat ur el nf o ASN.1 structure is used.

Signaturelnfo ::= SEQUENCE {
t bsl nformati on TBSI nf or mati on,
si gnat ur eAl gorithm Al gorithm dentifier,
-- signatureVal ue is cal cul ated over
-- DER-encoding of the tbsinformation field.
si gnat ureVal ue OCTET STRI NG

}

The meanings of the fields contained in this structure are the following.

e t bsl nf or mat i on - the data going to be signed.

e si gnat ur eAl gorit hm- identifier of the signing algorithm. ASN.1
type Al gorit him denti fi er isdefined in the X.509 standard [X.509].

e si gnat ur eVal ue —the value of signature computed over the DER-encoding

of the t bsl nf or mat i on field with the algorithm specified by the
si gnat ur eAl gor i t hmfield.
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The data to be signed is represented by TBSI nf or mat i on ASN.1 structure.

TBSI nformati on ::= SEQUENCE {
dat aHash Messagel nprint,
cert Hash Messagel npri nt

}

The meanings of the fields contained in this structure are the following.

e dat aHash - the result of computing the extension information.

e cert Hash —message digest of certificate corresponding to the key used to
create the signature by the time-stamping service provider (the format of the
certificate is specified in the standard X.509 [X.509]). This field connects
the signature with the certificate of the service provider (the certificate can
contain restrictions on the certificate’s usage) and uniquely identifies the
certificate that must be used to verify the time stamp. This message digest
is computed over the DER-encoding of Certi fi cat e ASN.1 structure
representing the certificate.

6 Time Stamp Extension Protocol

The client who wants to extend his/her time stamp, sends this time stamp to
the time-stamping service provider together with the identifier referring to some
published byte string or some other time stamp (that has been issued later than
the client’s one). As a reply, the time-stamping server returns another time stamp
that has the aggr egat i ons and t i nest anpl nf o fields identical to the cor-
responding fields in the time stamp to be extended. The extension information
of the reply contains authentication path from the t i mest anpl nf o field to the
protected message digest referred to by the identifier in the extension request.
In case of a published byte string this message digest is contained in the field
messagel npri nt of the data structure Publ i shedDat a; in case of a time
stamp this message digest is contatined in the time stamp field
si gnat ur el nf 0. t bsSi gnat ur el nf 0. dat aHash.

6.1 Extension Request

Extension request is represented by Ext ensi onRequest ASN.1 structure.
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Ext ensi onRequest ::= SEQUENCE {
ol dSt anp Li nkedTi nest anpToken,
newSt anpl dentifier OCTET STRI NG OPTI ONAL,
ext ensi ons Ext ensi ons OPTI ONAL

}

The meanings of the fields contained in this structure are the following.

e 0l dSt anp - the time stamp to be extended.

e newSt anpl denti fi er —identifies the message digest to which the given
time stamp is extended. This digest can be either a published byte string or
an identifier of some other time stamp issued by the same service provider.
If this field has no value attached, the time stamp is extended to the lat-
est issued time stamp. This approach can be used to renew time stamp’s
signature of the service provider in case the signing key has been changed.

Remark. The latest issued time stamp does not have to be published.

e ext ensi ons — reserved for later extensions of the protocol. No exten-
sions are specified in the current protocol.

6.2 Extension Reply

The reply to the time stamp extension request is an extended time stamp rep-
resented by the Ext ensi onResponse ASN.1 type.

Ext ensi onResponse :: = Li nkedTi nest anpToken

7 TheFormat of the Published M essage Digest

Message digest is published as Base-32-encoded (see Appendix B) DER-
encoding of Publ i shedDat a data structure.

Publ i shedDat a :: = SEQUENCE {
messagel nmprint Messagel nprint,
stanpl dentifier OCTET STRI NG
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The meanings of the fields contained in this structure are the following.

e nessagel npri nt —the digest to be published.

e stanpldentifier — byte string identifying the message digest to be
published. This identifier must be unique for every time stamp issued by the
service provider. This property must also hold if the service is temporarily
down (e.g. due to server crash). The users of the time-stamping service are
not supposed to interpret this field in any way, for them this field contains
meaningless byte string.

8 Algorithmsfor Managing the Time Stamps

8.1 Finding Out the Time Value

This algorithm verifies the given time stamp and extracts the time value. The
procedure consists of two steps:

e verifying the time stamp;

e extracting the time value.

A time stamp can be considered correct only if all the checks in the algorithm
succeed. At every step one has to check that all the signature and hash algorithms
are secure and reliable for the user. If any of the used cryptographic functions is
insecure (from the verifier’s viewpoint) the algorithm must be terminated and the
time stamp must be considered incorrect.

The general structure of the algorithm is shown in Figure 9.
8.1.1 Inputs

The algorithm for extracting the creation time from a time stamp uses the
following inputs.

e i nput — the time-stamped byte string.
e St anp - the time stamp under consideration.

e The trust anchor which is one of the following:
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Figure 9: Time value extraction component
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— tsacert - the list of certificates of trusted time stamping service
providers. This list must originate from an authentic source and can
contain self-signed certificates.

— pubdat a - published message digest, in Publ i shedDat a format.

In order to use both the list of trusted certificates and the published data to verify
time stamps, one needs to run the verification procedure several times, each time
using different trust anchors. If one of the checks is successful, the time stamp is
considered to be correct.
8.1.2 Output

This algorithm outputs the time value contained in the time stamp, or an error
message.
8.1.3 State Variables

The procedure of time value extraction uses the following state variables.

e aggrr eq — aggregation result before hashing.

e | i nkresul t — data whose message digest is protected by publishing or
the signature of time-stamping service provider.

e sigcert — certificate of the time-stamping service provider used to sign
the time stamp.
8.1.4 Time Stamp Verification
1. Check that st anp. ver si onisvl.

2. Apply the hash chain computation described by the field
st anp. aggr egat i ons to the byte string i nput . Let the result be

aggrr eq.

3. Check that st anp. ti nest anpl nf 0. nessagel npri nt contains the
message digest of aggr r eq.

4. Apply the hash chain computation described by the field
st anp. | i nki ngl nf o to the DER-encoding of the field
st anp. ti mest anpl nf o. Let the resultbe | i nkresul t.
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5. If the trust anchor is the published string pubdat a, check that

pubdat a. messagel npri nt contains the message digestof | i nkr esul t.

6. If the trust anchor is the list of certificates of trusted time stamping service
providerst sacert, then:

(@) Checkthatst anp. si gnat urel nfo. tbsl nformati on. dat aHash

contains the message digest of | i nkresul t.

(b) Find such a certificate from the listt sacer t whose DER-encoding’s
message digest coincides with the field
st anp. si gnaturel nfo. tbslnfornmation. certHash. Let
this certificate be si gcert . If such a certificate can not be found,
regard this time stamp as invalid.

(c) Check that the field
st anp. si gnat urel nfo. t bsl nf or mati on. si gnat ur eVval
is computed using the secret key corresponding to the public key con-
tained in si gcer t . If this verification fails, regard this time stamp as
invalid.

8.1.5 Extracting the Time Value

If all the verifications in the previous subsection were successful, output the
value st anp. t i nest anpl nf o. genTi ne. If the field
st anp. ti mest anpl nf 0. accur acy has a value, it contains the accuracy of
the time stamp, otherwise the accuracy remains unknown.

8.2 Comparing the Time Stamps

The time stamp comparison algorithm finds out the temporal relationship of
two time stamps, answering the question “is the first time stamp earlier than the
second one?”. For this purpose, either direct or indirect comparison can be used.

Two time stamps 71 and 7, are directly comparable under the following condi-
tions.

e 7 is strictly earlier than 7, i.e. they are not issued during the same aggre-
gation period.

e 71 is extended to some time stamp 7 that is strictly later than 7.
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Figure 10: Time stamp comparison procedure

The time stamp can be considered correct only if all the verifications in the al-
gorithm succeed. At every step one has to check that that all the signature and
hash algorithms are secure and reliable for the user. If any of the used crypto-
graphic functions is insecure (from the verifier’s viewpoint) the comparison algo-
rithm must be terminated and the time stamp must be considered incorrect.

The general structure of the algorithm is shown in Figure 10.

8.2.1 Inputs

The time stamp comparison algorithm uses the following inputs.

e The time stamps st anpl and st anp?2 to be compared.
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e The trust anchor which is one of the following:

— tsacert - the list of certificates of trusted time stamping service
providers. This list must originate from an authentic source and can
contain self-signed certificates.

— pubdat a — message digest published in Publ i shedDat a format.

In order to use both the list of trusted certificates and the published data to verify
time stamps, one needs to run the verification procedure several times, each time
using different trust sources. If one of the checks is successful, the time stamp is
considered to be correct.

8.2.2 Outputs

The time stamp comparison algorithm gives the following outputs.

e vresult — the result of the comparison. It can be either “earlier” (if
st anpl is earlier than st anp2), “error” (if one of the stamps is incorrect)
or otherwise “not earlier”. The last result can mean either that st anp2 is
earlier that st anp1 or that no temporal relationship can be determined.

e Vvt ype —the used verification method. It can have value “direct”, “indirect”
or “unknown”. The last value is used if vr esul t is either “error” or “not
earlier”.

8.2.3 State Variables
The time stamp comparison algorithm uses the following state variables.
e tinmel, time2-time values from the time stamps st anpl and st anp?2.

e accuracyl, accuracy?2 - accuracies found in time stamps st anpl
and st anp2. If no accuracy is specified, the value of these variables can
also be “unknown”.

e t 1max,t 2m n - respectively the maximal possible value of the time value
of st anpl and the minimal possible value of the time value of st anp2.
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8.2.4 Direct Comparison of Time Stamps

1. Verify st anp2 using the procedure from Subsection 8.1.4 without the steps
2 and 3 (they use the inputs i nput and agr r eq). If the verification fails,
return vr esul t =“error” and vt ype="“unknown”.

2. Perform the hash chain computation described by the field
stanpl. | i nki ngl nf o, using the DER-encoding of the field
st anpl. ti mest anpl nf o as input. After computing the value of every
hash step, check whether it coincides with some value from the list of mes-
sage digests
stanp2. ti mest anpl nf o. hi storical D gests. Ifthisisthe case,
return vr esul t =“earlier” and vt ype="direct”.

8.2.5 Indirect Comparison of Time Stamps

1. Verify st anp2 using the procedure from Subsection 8.1.4 without the steps
2 and 3 (they use the inputs i nput and agr r eq). If the verification fails,
return vr esul t =“error” and vt ype="“unknown”.

2. Extract the time value and the accuracy of st anpl as described by the
procedure of Subsection 8.1.5. Let these bet i mel and accur acyl.

3. Extract the time value and the accuracy of st anp?2 as described by the
procedure of Subsection 8.1.5. Let these be t i me2 and accur acy?2.

4. Ifaccur acyl="unknown” thent 1max=t i nel, else
t lmax=t i nel+accuracyl.

5. Ifaccur acy2="“unknown” thent 2m n=t i ne2, else
t 2m n=ti ne2- accur acy?2.

6. Ift Lmax<t 2m n then return vresult="earlier” and vt ype="indirect”, else

return vr esul t =“not earlier” and vt y pe=“unknown”.

8.3 Extendinga Timestamp Using Another Time Stamp

This algorithm allows off-line time stamp extension without communicating
to the time-stamping service provider. The data required for extension comes
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from another time stamp. The resulting time stamp satisfies all the requirements
presented in Section 4.

In order to extend the time stamp 7 using the time stamp 7, (which is itself
extended to the time stamp 7) the following preconditions must hold:

e the time stamp 7 must be strictly earlier than the stamp 7,

e the time stamp 7 must be extended to a time stamp strictly later than 7.

The algorithm below does not verify these preconditions. If the time stamps were
not suitable, the algorithm quits with an error.

8.3.1 Inputs
The extension algorithm uses the following inputs.
e ext — the time stamp to be extended.

e sour ce —the time stamp to which ext is going to be extended.

8.3.2 Outputs

The algorithm returns the extended time stamp or an error.

8.3.3 State variables

The extension algorithm uses the following state variables.

e | engt h - the length of the hash chain to be included in the resulting time
stamp.

e ext | engt h — the number of hash steps in the extension information of
ext.

e sour ce_| engt h—the number of hash steps in the extension information
of sour ce.

e step_result —array of ext _| engt h elements containing the results
of hash step computations of the extension information of ext .
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e step_const —array of sour ce_I| engt h elements containing the mes-
sage digest values given in the extension information of sour ce as con-
stants.

e ext _i ndex —the number of hash steps from ext to be used in the result.

e sour ce_i ndex — the number of hash steps from sour ce to be used in
the result.

e stanp_resul t —the resulting extended time stamp.

e chai n_resul t — the hash chain forming the extension information of
stanp_result.

8.3.4 The Algorithm

1. Find the number of hash steps in the hash chain ext . | i nki ngl nf o and
letit be ext _| engt h. If ext _| engt h=0 then exit with an error.

2. Find the number of hash steps in the hash chain sour ce. | i nki ngl nf o
and let it be sour ce_| engt h. If sour ce_| engt h=0 then exit with an
error.

3. Perform the hash chain computation described by the field ext . | i nki ngl nf o,
using the DER-encoding of the field ext . t i mest anpl nf o as input. Let
the results of the hash steps form the array st ep_r esul t .

4. Let the message digests given in the hash chain computation contained in
the field sour ce. | i nki ngl nf o form the array st ep_const .

5. Find a common point of the hash chains ext . | i nki ngl nf o and
sour ce. | i nki ngl nf o using the following procedure.

(@ | engt h=2
(b) ext _i ndex=max(1,l engt h — sour ce_| engt h)
(c) source_i ndex=l engt h—ext _i ndex

(d) Ifstep_result[ext _index]=
st ep_const [source_| engt h—sour ce_i ndex+1]thenthe com-
mon point has been found; exit the procedure.
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(e) ext _i ndex=ext _i ndex+1. Ifext i ndex<l engt h—1and
ext _i ndex<ext _| engt h then proceed with step (c).

(f) I engt h=l engt h+1. If| engt h<ext _| engt h+source_I| engt h
then proceed with step (b).

(9) Time stamp extension was unsuccessful, since sour ce did not con-
tain a suitable hash chain. Exit the operation with an error.

. Initialize chai n_r esul t with a hash chain of length 0.

. Add the stepsnumber 1...ext i ndex of the hashchainext . | i nki ngl nf o
to the end of hash chain chai n_resul t.

. Computesour ce_I| engt h—sour ce_i ndex first hash steps of the hash
chain contained in sour ce. | i nki ngl nf o, using the DER-encoding of
source. tinmest anpl nfoasinput(ifsour ce_| engt h=sour ce_i ndex
then output equals the input).

. Decode the hash step number sour ce_| engt h—sour ce_i ndex+1 of
the hash chain sour ce. | i nki ngl nf o. Add a new hash step to the end
of chai n_r esul t, filing the fields in as follows.

e al g_i nput —thefield al g_const of the hash step number
sour ce_I| engt h—sour ce_i ndex—+1 of the hash chain
sour ce. | i nki ngl nf o.

e direction_input —

— 1, if the field di r ect i on_i nput of the hash step number
sour ce_| engt h—sour ce_i ndex+1 of the hash chain
source. | i nkinglnfoisO.

— 0, if the field di r ect i on_i nput of the hash step number

sour ce_I| engt h—sour ce_i ndex+1 of the hash chain
source. | i nki ngl nfoisl.

e al g _const —thefieldal g_i nput of the hash step number
sour ce_| engt h—sour ce_i ndex+1 of the hash chain
sour ce. | i nki ngl nf o.

e H const - the hash of the result of the previous step, computed with
the algorithm shown in the al g_i nput field of the hash step number
source_I| engt h—sour ce_i ndex—+1 of
sour ce. | i nki ngl nf o.
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10. Add the hash steps number sour ce_I| engt h—sour ce_i ndex+2...
sour ce_| engt h of the hash chain sour ce. | i nki ngl nf o in the end
ofchain_result.

11. stanp_resul t. versi on=ext.version

12. stanp_resul t. aggregati ons=ext. aggregations

13. stanp_result.tinmestanpl nfo=ext.tinestanplnfo

14. stanp_resul t.|inkinglnfo=chain_result

15. stanp_result. signaturel nfo=chain_result.signaturelnfo
16. st anp_resul t. extensi ons=ext. ext ensi ons

17. Add the extensions contained in the field sour ce. ext ensi ons to the
field st anp_resul t. ext ensi ons.

18. Qutputst anp_resul t.

9 Transport Protocol

To send the requests and replies for time-stamping and extension, HTTP pro-
tocol version 1.1 (RFC2616) is used. MIME-types of the data elements are the
following.

e Time-stamping request:
Content-Type: application/x-linked-timestamp-request
The content: DER-encoded Ti mest anpRequest structure.

e Time-stamping reply:
Content-Type: application/x-linked-timestamp
The content: DER-encoded Li nkedTi nmest anpToken structure.

e Time stamp extension request:
Content-Type: application/x-linked-extension-request
The content: DER-encoded Ext ensi onRequest structure.

e Time stamp extension reply: the same as time-stamping reply.
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For the type application/x-linked-timestamp the application can add optional pa-
rameters “name” and “f i | enane”. Adding the file name helps to retain the
message type in case when the time stamps are saved into a file. If these parame-
ters are added, it is suggested to use the file name extension .LTS.

10 Supported cryptographic algorithms

All the users and providers of the time stamping service must support hash
function SHA-1 ([SHAL]). All the users and providers of the time stamping ser-
vice must support signature algorithm RSA together with hash algorithm SHA-1
(shalW t hRSAENncr ypt i on) according to the specification [RFC2313].

A ASN.1 module

Ti meSt anpi ngProtocol { ... }

DEFI NI TIONS EXPLICI T TAGS :: =

BEG N
- EXPORTS ALL --
| MPORTS
Ext ensi ons, Al gorithmdentifier
FROM PKI X1Explicit88 { iso(l) identified-organization(3)
dod(6) internet(1l) security(5) mechanisms(5) pkix(7)
i d-nmod(0) id-pkixl-explicit-88(1) }
HashChain ::= OCTET STRI NG
Ti mest anpRequest ::= SEQUENCE ({
version I NTEGER { v1(1) },
nmessagel nprint Messagel nprint,
ext ensi ons Ext ensi ons  OPTI ONAL
}
Messagel nmprint ::= SEQUENCE ({

hashAl gorithm Al gorithmdentifier,
hashedMessage OCTET STRI NG
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Li nkedTi nest anpToken :: = SEQUENCE {
version I NTEGER { v1(1) },
aggregations HashcChai n,
ti mestanmpl nfo Ti mest anpl nf o,
I'i nki ngl nfo HashChai n,
signaturelnfo Si gnat ur el nf o,
ext ensi ons Ext ensi ons OPTI ONAL
}
Ti mest ampl nfo :: = SEQUENCE ({
stanpl dentifier OCTET STRI NG
nmessagel npri nt Messagel npri nt,
genTi me Cener al i zedTi ne,
accuracy [0] Accuracy OPTI ONAL,
hi storical Di gests SEQUENCE OF Messagel npri nt,
ext ensi ons Ext ensi ons OPTI ONAL
}
Accuracy ::= SEQUENCE {
seconds | NTEGER OPTI ONAL,
mllis [0] INTEGER (1..999) OPTI ONAL,
m cr os [1] INTEGER (1..999) OPTI ONAL
}
Si gnaturelnfo ::= SEQUENCE {
t bsl nf or mati on TBSI nf or mat i on,

si gnatureAl gorithm Al gorithm dentifier,
-- signatureValue is cal cul ated over DER-encoding of the
-- tbsinformation field.

si gnat ur eVal ue OCTET STRI NG

}

TBSI nformati on ::= SEQUENCE {
dat aHash Messagel npri nt,
cert Hash Messagel npri nt

}

Ext ensi onRequest ::= SEQUENCE {
ol dSt anp Li nkedTi nest anpToken,
newSt anpl dentifier OCTET STRI NG OPTI ONAL,
ext ensi ons Ext ensi ons OPTI ONAL
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Ext ensi onResponse :: = Li nkedTi nest anpToken

Publ i shedDat a :: = SEQUENCE ({
nmessagel npri nt Messagel npri nt,
stanpldentifier OCTET STRI NG

END

B Base32 encoding

The following description is taken from the IETF draft [Jos02].

The Base 32 encoding is designed to represent arbitrary sequences of octets in
a form that needs to be case insensitive but need not be humanly readable.

A 33-character subset of US-ASCII is used, enabling 5 bits to be represented
per printable character. (The extra 33rd character, “=", is used to signify a special
processing function.)

The encoding process represents 40-bit groups of input bits as output strings
of 8 encoded characters. Proceeding from left to right, a 40-bit input group is
formed by concatenating 5 8bit input groups. These 40 bits are then treated as
8 concatenated 5-bit groups, each of which is translated into a single digit in the
base 32 alphabet. When encoding a bit stream via the base 32 encoding, the bit
stream must be presumed to be ordered with the most-significant-bit first. That is,
the first bit in the stream will be the high-order bit in the first 8bit byte, and the
eighth bit will be the low-order bit in the first 8bit byte, and so on.

Each 5-bit group is used as an index into an array of 32 printable characters.
The character referenced by the index is placed in the output string. These charac-
ters, identified in Table 1, below, are selected from US-ASCII digits and uppercase
letters.

Special processing is performed if fewer than 40 bits are available at the end
of the data being encoded. A full encoding quantum is always completed at the
end of a body. When fewer than 40 input bits are available in an input group, zero
bits are added (on the right) to form an integral number of 5-bit groups. Padding
at the end of the data is performed using the “=" character. Since all base 32 input
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Table 1: The Base 32 Alphabet

| Value | Encoding | Value | Encoding | Value | Encoding | Value | Encoding |

0 A 9 J 18 S 27 3
1 B 10 K 19 T 28 4
2 C 11 L 20 U 29 5
3 D 12 M 21 \ 30 6
4 E 13 N 22 wW 31 7
5 F 14 O 23 X
6 G 15 P 24 Y (pad) =
7 H 16 Q 25 Z
8 I 17 R 26 2

is an integral number of octets, only the following cases can arise:

1.

C

the final quantum of encoding input is an integral multiple of 40 bits; here,
the final unit of encoded output will be an integral multiple of 8 characters
with no “=" padding,

the final quantum of encoding input is exactly 8 bits; here, the final unit of
encoded output will be two characters followed by six “=" padding charac-
ters,

. the final quantum of encoding input is exactly 16 bits; here, the final unit

of encoded output will be four characters followed by four “=" padding
characters,

. the final quantum of encoding input is exactly 24 bits; here, the final unit

of encoded output will be five characters followed by three “=" padding
characters, or

. the final quantum of encoding input is exactly 32 bits; here, the final unit

of encoded output will be seven characters followed by one “=" padding
character.

Examples of Time Stamps

This appendix contains examples of the messages used in time-stamping pro-
tocols. These examples can be used as illustration of the data structures repre-
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sented in the current specification or to test software.

All the examples are given both as decoded ASN.1 structures and as PEM-
encoded byte strings that can be extracted from the text and used to test the proto-
col implementation.

C.1 PrivateKey and Certifi cate of the Time-Stamping Service
Provider

C.1.1 Private Key of the Time-Stamping Service Provider

0 30 604: SEQUENCE {
4 02 1: | NTEGER 0O
7 02 129: I NTEGER
: 00 9B 1A 19 5B CA 98 15 2F 96 8E 1C 17 FD 18 F7
56 C3 4F F7 EF 2C 6A 45 38 C8 4D C4 61 3C 17 06
C2 F3 2A 77 05 87 7C 85 CA F4 04 6C C8 BB 71 OB
44 68 88 28 03 CF C8 E4 6D 24 86 BE Bl 5E 74 63
1C 8B F5 9A C4 3E 75 E6 71 15 77 EC C4 89 55 G5
09 6C 87 29 23 8C OA 73 C1 23 CO 5D 38 6B 9B BA
01 2C 2A 48 FA DD 03 AC 17 BA 57 29 69 F4 7F 3F
75 C9 Al 4B DF 03 OE 42 7B 57 E9 E5 29 98 27 4D

: FD
139 02 3: | NTEGER 65537

144 02 128: I NTEGER
: 07 03 28 10 59 59 84 E3 BO E7 DD E7 4B BF 1C 37
A4 FE F1 93 B3 AB 5E 53 D1 E2 8A 35 67 35 17 4E
2B 16 49 69 4B 95 DA AA Bl 5B 9D DB 79 76 03 EF
64 D6 7B 10 A9 OD 49 1E 92 1F 31 71 ED 76 4F A0
Cl CO 51 0B E9 AD 33 F6 25 01 D5 FC 15 70 4F D6
9D 39 27 9F BF A6 8D E8 2A 1B 06 35 97 67 21 33
C8 OF 4C 38 50 D8 A5 73 F4 7E 84 DD 32 24 CB 45
: BC 20 FD 71 19 6A 1C C4 BO 27 OA 86 24 BO 77 15
275 02 65: | NTEGER
: 00 CD 83 5E 12 69 BO D1 31 3E 10 C1 78 FA AC DA

EA FA BB 4E F4 66 99 OE 55 72 66 51 AA FO 38 1D
03 05 1B 00 FC 4E 2B 86 6B A4 3C D6 C3 85 3C 98
Al 8C 62 B3 BF 61 B7 61 A8 98 E9 9E C2 70 A7 4B
: DB
342 02 65: | NTEGER

00 C1 34 64 97 54 Al 58 59 EF C4 E9 A3 8F A9 94
EF 9C 69 32 AA 3D Bl E3 54 04 B5 DC 27 21 FD 86
1A DO 7B 2B 57 E3 84 BF 10 92 A6 2B F7 D2 5C 5C
D3 6D 4E 5B 1E 42 A0 BB C6 7B FA 99 C3 10 77 21
07
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409 02 65: | NTEGER
00 8B 50 D1 95 B3 D6 2C 89 BO 24 55 B3 78 63 73
68 35 9E 82 70 85 98 9E 31 E8 82 5A 3C 81 E9 D8
28 F2 EE 12 65 F7 6B E4 0OC D6 62 73 C8 49 6B 01
Al 09 F4 E3 1B OA Dr FO B9 05 27 E1 FA B7 B9 81

: 5F

476 02 64: | NTEGER
76 41 CD 78 5B 52 CE B3 6D F1 47 58 D7 EC 62 BF
2F 2B AC D9 4B 1E 01 19 42 30 D6 6A 15 82 OA 7D
8B 32 78 DB 38 ES5 DD D5 15 OE 25 47 71 39 1B 90
46 0D 79 F4 51 AF F4 7F 8F OF 5A E2 6C C7 9E 2D

542 02 64: | NTEGER
34 37 8A 97 D8 OA EF A4 5F A5 69 3B 77 A8 81 61
DD 51 FF C2 84 79 20 CB 1E 15 24 63 62 F7 55 E5
D2 A9 D7 A3 A0 49 6B 1C 90 12 08 E1 EA CE 54 3A
61 11 8E 04 F7 F6 86 C7/ 9F CB A7 AE 10 F4 5B 30

C.1.2 Certificate of the Time-Stamping Service Provider

0 30 424: SEQUENCE ({
4 30 273: SEQUENCE {

8 A0 3: [0] {
10 02 1 | NTEGER 2
1 }
13 02 1 | NTEGER 0O
16 30 13: SEQUENCE {
18 06 9: OBJECT | DENTI FI ER
: shalw t hRSAEncryption (1 2 840 113549 1 1 5)
29 05 0: NULL
1 }
31 30 26 SEQUENCE {
33 31 24 SET {
35 30 22 SEQUENCE {
37 06 3: OBJECT | DENTI FI ER comopnNane (2 5 4 3)
42 13 15: Printabl eString *Aj atenpliteenus’
' }
}
: }
59 30 30: SEQUENCE {
61 17 13: UTCTi me ' 0204300734457
76 17 13: UTCTi me ' 0205300734457
1 }
91 30 26 SEQUENCE {
93 31 24 SET {
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95 30 22 SEQUENCE {

97 06 3: OBJECT | DENTI FI ER comonNane (2 5 4 3)
102 13 15: PrintableString ' Aj atenpliteenus

' }

}

: }
119 30 159: SEQUENCE {
122 30 13: SEQUENCE {
124 06 9: OBJECT | DENTI FI ER rsaEncryption (1 2 840 113549 1 1 1)
135 05 0: NULL

: }
137 03 141: BIT STRING 0 unused bits

30 81 89 02 81 81 00 9B 1A 19 5B CA 98 15 2F 96
8E 1C 17 FD 18 F7 56 C3 4F F7 EF 2C 6A 45 38 C8
4D C4 61 3C 17 06 C2 F3 2A 77 05 87 7C 85 CA F4
04 6C C8 BB 71 OB 44 68 88 28 03 CF C8 E4 6D 24
86 BE Bl 5E 74 63 1C 8B F5 9A C4 3E 75 E6 71 15
77 EC C4 89 55 C5 09 6C 87 29 23 8C OA 73 C1 23
CO 5D 38 6B 9B BA 01 2C 2A 48 FA DD 03 AC 17 BA
57 29 69 F4 7F 3F 75 C9 Al 4B DF 03 OE 42 7B 57
E9 E5 29 98 27 4D FD 02 03 01 00 01

}
: }
281 30 13:  SEQUENCE {

283 06 9: OBJECT | DENTI FI ER
: shalwi t hRSAEncryption (1 2 840 113549 1 1 5)
294 05 0: NULL
: }
296 03 129: BIT STRING O unused bits
: 61 EO 29 9E 05 E1 89 A4 BB D1 A8 8B C6 16 95 B4
E5 BE FO A2 46 63 81 BE D8 93 11 58 26 F6 9A A3
Dl 62 89 F4 F7 3F E3 62 88 0B 3B 95 28 BD 7A B5
03 64 7D 66 22 8A F4 OD D8 40 BF E1 FA BB 51 34
25 2E AB 17 F1 6C 89 BB 44 D4 C6 89 11 DE D5 E4
0D 6D 5C F5 C3 6D C0 84 DB F1 2A DF OB 38 F5 66
75 69 79 B8 1D D6 19 E5 C2 58 FE 9E 63 48 F3 1C
B6 70 91 8C D7 65 ED A5 9A F1 82 8E 8E BC AF 98

C.2 Time-stamped M essages
C.2.1 Time-stamped Message 1

The message: “12345678901234567890”
Time-stamping request:
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DO ~NOIN O

30
02
30
30
06
05

04

38:

33:

20:

SEQUENCE {
| NTEGER 1
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FIER shal (1 3 14 3 2 26)
NULL
}
OCTET STRI NG
7E OA 12 42 BD 8E F9 04 4F 27 DC A4 5F 5F 72 AD
5A 11 25 BF

C.2.2 Time-stamped Message 2

The message: “abcdef ghi j kl mopqgr st uvwxyz”
Time-stamping request:

OO O~NOIN O

30
02
30
30
06
05

04

38: SEQUENCE ({

1.
33:
9:
5:
0:

20:

| NTEGER 1
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
NULL
}
OCTET STRI NG
32 D1 OC 7B 8C F9 65 70 CA 04 CE 37 F2 Al 9D 84
24 0D 3A 89

C.2.3 Time-stamped Message 3

The message: “ABCDEFGHI J KLIMNOPQRSTUVWKYZ”
Time-stamping request:

OO ~NOIN O

30
02
30
30
06
05

04

38: SEQUENCE ({

1:
33:
9:
5:
0:

20:

| NTEGER 1
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
NULL
}
OCTET STRI NG
80 25 6F 39 A9 D3 08 65 OA C9 OD 9B E9 A7 2A 95
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62 45 45 74

C.3 Time Stampswithout Aggregation

From all the time stamps of this section, it must be possible to extract the time
value using the algorithm presented in Section 8.1 and taking the certificate of
Subsection C.1.2 as trust anchor.

C.3.1 Time Stamp for Message 1

0
4
7
9
13

24
26
28
35

37

59
76
78
80
83
85

89
93
95
97
104

106

30
02
04
30
04

30
30
06
05

04

18
A0
30
02
A0
02

30
30
30
06
05

04

638:
1
0:

360:
9:

20:

15:

=
.NAREROR

280:
33:

20:

LQuow |

SEQUENCE {
| NTEGER 1
OCTET STRI NG
SEQUENCE {
OCTET STRI NG
08 00 00 00 00 00 11 D9 80
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
NUL L
}
OCTET STRI NG
7E OA 12 42 BD 8E F9 04 4F 27 DC A4 5F 5F 72 AD
5A 11 25 BF
}
Ceneral i zedTi ne ’* 20020430151018Z2’
[0l {
SEQUENCE {
| NTEGER 5
[0] {
| NTEGER 500
}
}
}
SEQUENCE {
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FIER shal (1 3 14 3 2 26)
NULL
}
OCTET STRI NG
64 CA 6E 3D AF 1F BC 18 OA DO D2 EB AA 3B 07 2D
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128
130
132
139

141

163
165
167
174

176

198
200
202
209

211

233
235
237
244

246

268
270
272
279

281

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

20:

20:

20:

20:

20:

LQuow .

Leuow L

Lo w L

LQuow L.

Leuow L

F7 85 B9 06
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
03 2D 06 16 6B ES
A6 91 CC 2C
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
88 97 B9 1F 97 D5
D4 7D B7 77
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
Bl 7F EB 89 71 3B
A6 4A TF AE
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
C2 50 15 11 7C D3
F2 A8 A3 DA
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
90 33 FD 7C 74 8F

45

shal (1 3 14 3

0C 5E DO 1B 59

shal (1 3 14 3

3B 77 CO C5 F6

shal (1 3 14 3

10 E9 6F 19 9E

shal (1 3 14 3

49 D4 CB CF 1D

shal (1 3 14 3

4F C7 28 A4 4C

2 26)

Al C8 B4 1D DA

2 26)

88 24 AB F4 DB

2 26)

31 72 9F 47 AA

2 26)

16 6D E9 B8 83

2 26)

0C 71 02 E2 42



303
305
307
314

316

338
340
342
349

351

373

421
424
426
428
430
437

439

461
463
465
472

474

30
30
06
05

04

30
30
06
05

04

04

30
30
30
30
06
05

04

30
30
06
05

04

20:

20:

46:

218:
70:
33:

20:

20:

LQuow .

Leuow L

Leuow L

5B DC 2F 52
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
49 97 3D 1B 87 CD
B5 1F 4F 17
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
FE 7C 17 2D 92 35
6E 83 D8 8B

}
}

}
OCTET STRI NG

00 00 00 93 ED DB EE 22
A3 5A 67 B6 D1 15 5D 00
F3 E1 BE CE 3A EE 86 A3

SEQUENCE {

SEQUENCE {
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
38 09 FC 40 A9 A3
A4 85 F4 3D
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
7E C3 90 80 95 2A
AE 3A 27 8F

46

shal (1 3 14 3

1D FB 6B B2 C3

shal (1 3 14 3

78 D6 8D OF EE

57 F3 E1 BE CE
00 00 93 ED DB
5A 67 B6 D1 15

shal (1 3 14 3

4A E7 BC AB 37

shal (1 3 14 3

4A 38 75 D8 8E

2 26)

89 C0 OB DD 56

2 26)

44 42 07 79 2C

3A EE 86
EE 22 57
5D

2 26)

22 9C Al 90 BC

2 26)

34 EO DF B9 F4



}

: }
496 30 13: SEQUENCE {
498 06 9: OBJECT | DENTI FI ER
: shalw t hRSAEncryption (1 2 840 113549 1 1 5)
509 05 0: NULL
: }
511 04 128: OCTET STRI NG

3C C2 30 DC E3S B2 96 DB 42 FB 94 C8 9F CF 53 5E
3C 2A 31 92 7C CE 7B 25 90 96 FB 27 F6 AD 5A 49
DC 6E 7E AF F6 08 06 3B CA 0C 34 FF 88 7C OA 0D
CE CC 2F AF B5 21 FA E5 D5 04 E7 17 6B 7A A6 A9
11 2E 77 36 CD AE 58 FO 2F 3E 81 26 F2 4E BO F9
1B 47 AC 63 CO 24 99 45 09 CF BD 9A 80 42 72 52
25 DD 7E CB D5 BC A2 F8 82 55 CE D1 CB AB 86 B8
CO 6F 3D DA AD 1F DC 6F A0 52 25 E6 1E GO DC E1

C.3.2 Time Stamp for Message 2

0 30 789: SEQUENCE ({

4 02 1: | NTECER 1

7 04 0: OCTET STRI NG
9 30 465: SEQUENCE {

13 04 O OCTET STRI NG
: 08 00 00 00 00 00 11 D9 8B
24 30 33: SEQUENCE {
26 30 O SEQUENCE {
28 06  5: OBJECT | DENTI FIER shal (1 3 14 3 2 26)
35 05  O: NULL
1 }
37 04 20: OCTET STRI NG
: 32 D1 OC 7B 8C F9 65 70 CA 04 CE 37 F2 Al 9D 84
24 0D 3A 89
1 }
59 18  15: Gener al i zedTi me ’ 200204301510227
76 A0 11: [0] {
78 30 O SEQUENCE {
80 02 1 | NTEGER 5
83 A0 4 [0] {
85 02 2 | NTEGER 500
' }
}
}
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89
93
95
97
104

106

128
130
132
139

141

163
165
167
174

176

198
200
202
209

211

233
235
237
244

246

30
30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

385:
33:

20:

20:

20:

20:

20:

Leuow L

LQuow L

LQuow L

Leuow L

SEQUENCE {
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
64 CA 6E 3D AF 1F
F7 85 B9 06
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
03 2D 06 16 6B E8
A6 91 CC 2C
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
88 97 B9 1F 97 D5
D4 7D B7 77
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
Bl 7F EB 89 71 3B
A6 4A TF AE
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
C2 50 15 11 7C D3
F2 A8 A3 DA

48

shal (1 3 14 3

BC 18 OA DO D2

shal (1 3 14 3

0C 5E DO 1B 59

shal (1 3 14 3

3B 77 GO C5 F6

shal (1 3 14 3

10 E9 6F 19 9E

shal (1 3 14 3

49 D4 CB CF 1D

2 26)

EB AA 3B 07 2D

2 26)

Al C8 B4 1D DA

2 26)

88 24 AB F4 DB

2 26)

31 72 9F 47 AA

2 26)

16 6D E9 B8 83



268
270
272
279

281

303
305
307
314

316

338
340
342
349

351

373
375
377
384

386

408
410
412
419

421

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

20:

20:

20:

20:

20:

LQuow |

Leuow L Leuow L

LQuow L

Leuow L

}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
90 33 FD 7C 74 8F
5B DC 2F 52
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
49 97 3D 1B 87 CD
B5 1F 4F 17
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
FE 7C 17 2D 92 35
6E 83 D8 8B
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
21 85 2A 39 7E 3A
5B 5A 65 88
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
07 CD 59 65 B5 13
11 0C 9A 86

49

shal (1 3 14 3

4F C7 28 A4 4C

shal (1 3 14 3

1D FB 6B B2 C3

shal (1 3 14 3

78 D6 8D OF EE

shal (1 3 14 3

9B CF EB 18 AD

shal (1 3 14 3

43 B4 E9 A8 10

2 26)

0C 71 02 E2 42

2 26)

89 CO0 OB DD 56

2 26)

44 42 07 79 2C

2 26)

F4 7C 9F 42 EE

2 26)

AD 9F 31 3E 1C



443
445
447
454

456

478

572
575
577
579
581
588

590

612
614
616
623

625

647
649

660

30
30
06
05

04

04

30
30
30
30
06
05

04

30
30
06
05

04

30
06

05

20:

92:

218:
70:
33:

20:

20:

LQuow |

LQuow

}
SEQUENCE {

SEQUENCE {
OBJECT | DENTI FI ER
NULL
}

OCTET STRI NG
AC 6E 6F Cl B4 CO
2E 7B 85 2E

}
}
}
OCTET STRI NG
00 00 00 7D 62 30 DO D7
CB 14 3A 52 9B FD 6C 00
0D OD F4 D5 6A 36 D6 04
00 07 CD 59 65 B5 13 43
1C 11 0C 9A 86 00 00 00
C8 FD 69 BC BE 8D B4 20
SEQUENCE {
SEQUENCE {
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
64 3D 5C 8C 6F 42
06 6E C5 37
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
7E C3 90 80 95 2A
AE 3A 27 8F
}
}
SEQUENCE {
OBJECT | DENTI FI ER

shal (1 3 14 3

0D 0D F4

4B FB 2A
00 00 AC
D9 22 2E

92 D3 12
9D 86 81

57
6E
7B
10
18
27

6A

4C
6F
85
AD

shal (1 3 14 3

2F BB 24 EC 59

shal (1 3 14 3

4A 38 75 D8 8E

2 26)

36 D6 04 DO 22

F4 5B 11
Cl B4 Q0
2E 00 00
9F 31 3E
BA 9B B7

2 26)

76 23 88 CD EO

2 26)

34 EO DF B9 F4

shalw t hRSAEncryption (1 2 840 113549 1 1 5)

NULL
}
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662 04 128: OCTET STRI NG
: 06 OB D1 99 6C 4F 94 18 28 42 9D 6A 11 0C 44 7F
F5 15 5F 5A 4F 7C OA 37 4B 2F 6D 7D 80 B2 A7 ED
65 7B 74 FD 3F 39 5F 92 EO 49 52 03 FF 82 83 20
F3 EA C4 C0 89 61 9C 9C E7 3C 1B 78 8E E2 DE 72
18 C9 53 06 C1 CE E9 63 19 F5 92 A7 1E F4 BF 83
3B D7 32 A3 1C 69 9B 9E B2 19 96 AE 90 B2 A7 79
36 89 E6 57 D3 0C 8D 0OC FO CC 52 F9 F2 BE 8F 33
E3 70 78 80 4C 30 26 BF ED 39 5A 05 B5 52 56 91

C.3.3 Time Stamp for Message 3

0 30 753: SEQUENCE {
4 02 1. INTEGER 1

7 04 0:  OCTET STRING
9 30 452:  SEQUENCE {

3

13 04 9: OCTET STRI NG
: 08 00 00 00 00 00 11 D9 A9
24 30 33: SEQUENCE {
26 30 9: SEQUENCE {
28 06 5: OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
35 05 0: NULL
1 }
37 04 20: OCTET STRI NG
: 80 25 6F 39 A9 D3 08 65 OA C9 0D 9B E9 A7 2A 95
62 45 45 74
1 }
59 18 15: General i zedTi me ' 200204301512127
76 30 385: SEQUENCE {
80 30 33: SEQUENCE {
82 30 9: SEQUENCE {
84 06 5: OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
91 05 0: NULL
1 }
93 04 20: OCTET STRI NG
: 64 CA 6E 3D AF 1F BC 18 OA DO D2 EB AA 3B 07 2D
: F7 85 B9 06
1 }
115 30 33: SEQUENCE {
117 30 9: SEQUENCE {
119 06 5: OBJECT | DENTIFIER shal (1 3 14 3 2 26)
126 05 0: NULL
' }
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128

150
152
154
161

163

185
187
189
196

198

220
222
224
231

233

255
257
259
266

268

290
292
294
301

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

20:

20:

20:

20:

20:

Lo w

LQuow L.

Leuow L

Leuow

LQuow L.

OCTET STRI NG
03 2D 06 16 6B E8
A6 91 CC 2C
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
88 97 B9 1F 97 D5
D4 7D B7 77
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
Bl 7F EB 89 71 3B
A6 4A TF AE
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
C2 50 15 11 7C D3
F2 A8 A3 DA
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
90 33 FD 7C 74 8F
5B DC 2F 52
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL

}

52

0C 5E DO 1B 59

shal (1 3 14 3

3B 77 CO C5 F6

shal (1 3 14 3

10 E9 6F 19 9E

shal (1 3 14 3

49 D4 CB CF 1D

shal (1 3 14 3

4F C7 28 A4 4C

shal (1 3 14 3

Al C8 B4 1D DA

2 26)

88 24 AB F4 DB

2 26)

31 72 9F 47 AA

2 26)

16 6D E9 B8 83

2 26)

0C 71 02 E2 42

2 26)



303

325
327
329
336

338

360
362
364
371

373

395
397
399
406

408

430
432
434
441

443

465

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

04

20:

20:

20:

20:

20:

69:

Lo w

LQuow L.

Leuow L

Leuow

OCTET STRI NG
49 97 3D 1B 87 CD
B5 1F 4F 17
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
FE 7C 17 2D 92 35
6E 83 D8 8B
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
2F B6 96 1C 14 BF
90 3D 2D 8E
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
CB 52 83 DO EO DE
72 9B C7 A3
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
67 76 4B 62 B4 A8
4A F7 Bl 7C

}
} }
OCTET STRI NG

00 00 00 A0 EO AE E2 8B
B6 OE FO EF DD 43 8C 00

53

1D FB 6B B2 C3

shal (1 3 14 3

78 D6 8D OF EE

shal (1 3 14 3

41 39 51 D4 16

shal (1 3 14 3

68 79 23 37 BF

shal (1 3 14 3

A0 36 8B DO C3

10 AF 53 CD 3D
00 00 67 76 4B

89 Q0

2 26)

44 42

2 26)

3F FF

2 26)

16 49

2 26)

93 F2

5F 93
62 B4

0B DD 56

07 79 2C

FA 63 93

52 AF 9A

63 BE 5F

50
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A0 36 8B DO C3 93 F2 63 BE 5F 4A F7 B1 7C 00 00
00 EC 27 A5 02 88 42 B9 09 D2 8C 41 2B 18 48 3C
: 9F DA A2 43 D4
536 30 218: SEQUENCE {

539 30 70: SEQUENCE {
541 30 33: SEQUENCE {
543 30 9: SEQUENCE {
545 06 5: OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
552 05 0: NULL
1 }
554 04  20: OCTET STRI NG
: BB 07 04 BO F9 Bl 92 9E AA 45 DC E8 DA 27 1B 59
: 61 79 CA 2C
1 }
576 30  33: SEQUENCE {
578 30 9: SEQUENCE {
580 06 5: OBJECT | DENTIFIER shal (1 3 14 3 2 26)
587 05 0: NULL
1 }
589 04  20: OCTET STRI NG
: 7TE C3 90 80 95 2A 4A 38 75 D8 8E 34 EO DF B9 F4
AE 3A 27 8F
}
1 }
611 30 13: SEQUENCE {
613 06 9: OBJECT | DENTI FI ER
: shalw t hRSAEncryption (1 2 840 113549 1 1 5)
624 05 0: NULL
1 }
626 04 128: OCTET STRI NG
: 53 F9 64 7E 5F 3F 42 BD B7 54 17 CD 7F 20 51 78
37 60 FD B7 7D 6B F6 D7 49 E5 5F CO 3F D2 D6 A2
12 6A BE 58 F4 A4 5E D9 8C 80 9F DO E3 28 D2 F9
43 AE D1 F6 86 D7 DD 55 AA EB FE E4 83 97 B9 FF
C5 5E 15 D3 54 76 0D 74 0C 91 87 49 2F EC 46 94
34 47 46 A5 AF D8 4C 92 5C F3 27 D6 73 9D 4A 1E

12 AB FF DO 66 61 21 D3 1E 6D 5D 14 18 B8 25 8C
51 1F DE 11 5C 58 A3 2F 34 B8 CD F1 EA 8F 99 60

C.3.4 Comparing Time Stamps

Comparison of time stamps C.3.1 and C.3.2 must give vr esul t =*not ear-
lier” and vt ype=“unknown”, since the difference of time values of the time
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stamps does not exceed the accuracy of the time values.
Comparison of time stamps C.3.1 and C.3.3 must give vr esul t =“earlier”
and vt ype="indirect”.

C.4 Time Stamp Extension

C.4.1 Extending the Time Stamp C.3.1 to Time Stamp C.3.3

Extension request

0
4
8
11
13
17

28
30
32
39

41

63
80
82
84
87
89

93
97
99
101
108

110

30
30
02
04
30
04

30
30
06
05

04

18
A0
30
02
A0
02

30
30
30
06
05

04

653: SEQUENCE {

638:
1.
0:
360:
9:

20:

15:

=

280:
33:

20:

LQuow |

SEQUENCE {
| NTEGER 1
OCTET STRI NG
SEQUENCE {
OCTET STRI NG
08 00 00 00 00 00 11 D9 80
SEQUENCE {
SEQUENCE {

OBJECT | DENTIFIER shal (1 3 14 3 2 26)

NULL

}
OCTET STRI NG

7E OA 12 42 BD 8E F9 04 4F 27 DC A4 5F 5F 72 AD

5A 11 25 BF

}
General i zedTi me ' 200204301510187’
(0] {
SEQUENCE {
| NTEGER 5
[0] {
| NTEGER 500
}
}
}
SEQUENCE {
SEQUENCE {
SEQUENCE {

OBJECT | DENTIFIER shal (1 3 14 3 2 26)

NULL
}
CCTET STRI NG
64 CA 6E 3D AF 1F BC 18 OA DO D2
F7 85 B9 06

55
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132
134
136
143

145

167
169
171
178

180

202
204
206
213

215

237
239
241
248

250

272
274
276
283

285

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

20:

20:

20:

20:

20:

Leuow L LQuow L. Leuow L LQuow

Lo w L

SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
03 2D 06 16 6B ES
A6 91 CC 2C
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
88 97 B9 1F 97 D5
D4 7D B7 77
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
Bl 7F EB 89 71 3B
A6 4A TF AE
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
C2 50 15 11 7C D3
F2 A8 A3 DA
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
90 33 FD 7C 74 8F
5B DC 2F 52

56

shal (1 3 14 3

0C 5E DO 1B 59

shal (1 3 14 3

3B 77 CO C5 F6

shal (1 3 14 3

10 E9 6F 19 9E

shal (1 3 14 3

49 D4 CB CF 1D

shal (1 3 14 3

4F C7 28 A4 4C

2 26)

Al C8 B4 1D DA

2 26)

88 24 AB F4 DB

2 26)

31 72 9F 47 AA

2 26)

16 6D E9 B8 83

2 26)

0C 71 02 E2 42



307
309
311
318

320

342
344
346
353

355

377

425
428
430
432
434
441

443

465
467
469
476

478

30
30
06
05

04

30
30
06
05

04

04

30
30
30
30
06
05

04

30
30
06
05

04

20:

20:

46:

218:
70:
33:

20:

20:

LQuow

Leuow L

LQuow L

SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
49 97 3D 1B 87 CD
B5 1F 4F 17
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
FE 7C 17 2D 92 35
6E 83 D8 8B

}
}
}
OCTET STRI NG
00 00 00 93 ED DB EE 22
A3 5A 67 B6 D1 15 5D 00
F3 E1 BE CE 3A EE 86 A3
SEQUENCE {
SEQUENCE {
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
38 09 FC 40 A9 A3
A4 85 F4 3D
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
7E C3 90 80 95 2A
AE 3A 27 8F

S7

shal (1 3 14 3

1D FB 6B B2 C3

shal (1 3 14 3

78 D6 8D OF EE

57 F3 E1 BE CE
00 00 93 ED DB
5A 67 B6 D1 15

shal (1 3 14 3

4A E7 BC AB 37

shal (1 3 14 3

4A 38 75 D8 8E

2 26)

89 CO0 OB DD 56

2 26)

44 42 07 79 2C

3A EE 86
EE 22 57
5D

2 26)

22 9C Al 90 BC

2 26)

34 EO DF B9 F4



500
502

513

515

646

30
06

05

04

04

9:

SEQUENCE {

OBJECT | DENTI FI ER
shalwi t hRSAEncryption (1

NULL
}

OCTET STRI NG

3C C2 30 DC ES3
3C 2A 31 92 7C
DC 6E 7E AF F6
CE CC 2F AF B5
11 2E 77 36 CD
1B 47 AC 63 Q0
25 DD 7E CB D5
CO0 6F 3D DA AD

}
}
OCTET STRI NG

B2 96
CE 7B
08 06
21 FA
AE 58
24 99
BC A2
1F DC

25
3B
E5
FO
45
F8
6F

08 00 00 00 00 00 11 D9 A9

}

42
90

2F
09
82
A0

2 840

FB
96
oC
04
3E

55
52

94
FB
34
E7
81
BD

25

113549 1

27
FF
17
26
9A
D1
E6

9F
F6
88
6B
F2
80

1E

AD
7C
TA
4E
42
AB

1 5)

53
5A
0A
A6
BO
72
86

Extended time stamp. From this time stamp it must be possible to extract the
time value using the algorithm presented in Section 8.1 and taking the certificate
of Subsection C.1.2 as trust anchor.

59
76
78
80
83
85

30
02
04
30
04

30
30
06
05

04

18
A0
30
02
A0
02

800: SEQUENCE {

1:
0:
360:
9:

20:

15:

=
.NAREROR

.Quow |

| NTEGER 1

OCTET STRI NG

SEQUENCE {
OCTET STRI NG

08 00 00 00 00 00 11 D9 80

SEQUENCE {
SEQUENCE {

OBJECT I DENTI FI ER shal (1 3 14 3 2 26)

NULL
}

OCTET STRI NG
7E OA 12 42 BD 8E F9 04 4F 27 DC A4 5F 5F 72 AD
5A 11 25 BF

}
Ceneral i zedTi ne ' 200204301510187’

(0] {
SEQUENCE {
| NTEGER 5

(ol {

I NTEGER 500

}

58

5E
49
0D
A9
F9
52
B8



89
93
95
97
104

106

128
130
132
139

141

163
165
167
174

176

198
200
202
209

211

233
235
237
244

246

30
30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

280:
33:

20:

20:

20:

20:

20:

LQuow L

LQuow L Leuow

LQuow L.

}
}
SEQUENCE {
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
64 CA 6E 3D AF 1F
F7 85 B9 06
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
03 2D 06 16 6B ES
A6 91 CC 2C
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
88 97 B9 1F 97 D5
D4 7D B7 77
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
Bl 7F EB 89 71 3B
A6 4A TF AE
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL

}
OCTET STRI NG

59

shal (1 3 14 3

BC 18 OA DO D2

shal (1 3 14 3

0C 5E DO 1B 59

shal (1 3 14 3

3B 77 CO C5 F6

shal (1 3 14 3

10 E9 6F 19 9E

shal (1 3 14 3

2 26)

EB AA 3B 07 2D

2 26)

Al C8 B4 1D DA

2 26)

88 24 AB F4 DB

2 26)

31 72 9F 47 AA

2 26)



268
270
272
279

281

303
305
307
314

316

338
340
342
349

351

373

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

04

20:

20:

20:

207:

LQuow L

LQuow L

Leuow

SEQUENCE {

SEQUENCE {

SEQUENCE {

}
}

}

C2 50 15 11 7C D3
F2 A8 A3 DA

SEQUENCE {
OBJECT | DENTI FI ER
NULL

}

OCTET STRI NG
90 33 FD 7C 74 8F
5B DC 2F 52

}

SEQUENCE {
OBJECT | DENTI FI ER
NULL

}

OCTET STRI NG
49 97 3D 1B 87 CD
BS 1F 4F 17

}

SEQUENCE {
OBJECT | DENTI FI ER
NULL

}

OCTET STRI NG
FE 7C 17 2D 92
6E 83 D8

}

OCTET STRI NG

00
A3
El
00
8B
42
C0
94
BC
EE
5D
49

00
5A
F8
1E
07
4F
8C
8D
1C
22
00
52

00
67
88
25
EE
20
FA
55
E7
57
01
AF

93
B6
8E
E2
6E
AA
92
00
OF
F3
00
9A

ED
D1
44
E1l
83
FE
8C
01
BA
E1l

72

8B

15
7C
E3
00
25
8D
00
14
BE
52
9B

60

EE
5D
5D
85
01
6D
98

6E

83
Cr

35

22
00
20
25
00
Bl
B7
51
74
3A

A3

49 D4 CB CF 1D

shal (1 3 14 3

4F C7 28 A4 4C

shal (1 3 14 3

1D FB 6B B2 C3

shal (1 3 14 3

78

57
01
94
9C
98
EF
8C
1C
69

EO
00

F3
00

65
DA
FO
40
1A
3A
86

01

8D

El
21
57
22
5E
5D
A8
2E
00
A3
68
00

OF

BE
4A
D2
c1
F8
16
EB
1C
00
S5A
79

EE

AE
81
55
OE
00
3F
A9
00
67
23
2E

16 6D E9

2 26)

oC

71

2 26)

89

Co

2 26)

44

3A
69
18
19
FA
01
E7
0D
93
B6
37
39

42

EE
F5
00

58
00
2D
53
ED
D1
BF
6E

02

0B

07

86
E2
01

D7

62
EE

15
16
68

B8 83

E2 42

DD 56

79 2C



: 02 BA C0 55 16 EO 5E 55 E3 94 4D 32 C9 93 02
583 30 218: SEQUENCE {

586 30 70: SEQUENCE {
588 30  33: SEQUENCE {
590 30 9: SEQUENCE {
592 06 5: OBJECT | DENTIFIER shal (1 3 14 3 2 26)
599 05 0: NULL
1 }
601 04  20: OCTET STRI NG
: BB 07 04 BO F9 Bl 92 9E AA 45 DC E8 DA 27 1B 59
: 61 79 CA 2C
: }
623 30 33: SEQUENCE {
625 30 9: SEQUENCE {
627 06 5: OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
634 05 0: NULL
: }
636 04  20: OCTET STRI NG
: 7E C3 90 80 95 2A 4A 38 75 D8 8E 34 EO DF B9 F4
AE 3A 27 8F
}
: }
658 30 13: SEQUENCE {
660 06 9: OBJECT | DENTI FI ER
: shalwi t hRSAEncryption (1 2 840 113549 1 1 5)
671 05 0: NULL
: }
673 04 128: OCTET STRI NG
: 53 F9 64 7E 5F 3F 42 BD B7 54 17 CD 7F 20 51 78
37 60 FD B7 7D 6B F6 D7 49 E5 5F C9 3F D2 D6 A2
12 6A BE 58 F4 A4 5E D9 8C 80 9F DO E3 28 D2 F9
43 AE D1 F6 86 D7 DD 55 AA EB FE E4 83 97 B9 FF
C5 5E 15 D3 54 76 0D 74 0C 91 87 49 2F EC 46 94
34 47 46 A5 AF D8 4C 92 5C F3 27 D6 73 9D 4A 1E

12 A8 FF DO 66 61 21 D3 1E 6D 5D 14 18 B8 25 8C
51 1F DE 11 5C 58 A3 2F 34 B8 CD F1 EA 8F 99 60

C.4.2 Extending the time stamp C.3.2 to a String

Published string: “GAXDAI JQ BEDAKKYO- AMBBUBI A- AQKIR2UL- O7B7ON2L -
BTQAOTGT- QR6JCTAT- YBCAI Cl | - AAAAAAAA- CHMBQ==="
Extension request
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63
80
82
84
87
89

93
97
99
101
108

110

132
134
136
143

145

167

30
30
02
04
30
04

30
30
06
05

04

18
A0
30
02
A0
02

30
30
30
06
05

04

30
30
06
05

04

30

804:
789:

465:

20:

15:

=
.NRROR

385:
33:

20:

20:

33:

.Quow |

SEQUENCE {
SEQUENCE {
| NTEGER 1
OCTET STRI NG
SEQUENCE {

OCTET STRI NG

08 00 00 00 00 00 11 D9 8B

SEQUENCE {
SEQUENCE {

OBJECT | DENTIFIER shal (1 3 14 3 2 26)

NULL
}

OCTET STRI NG

32 D1 0C 7B 8C F9 65 70 CA 04 CE 37 F2 Al 9D 84

24 0D 3A 89

}

Ceneral i zedTi ne ' 200204301510227’

(0] {
SEQUENCE {
| NTEGER
(0] {

| NTEGER 500

}
}
}
SEQUENCE {
SEQUENCE {

SEQUENCE {

5

OBJECT | DENTIFIER shal (1 3 14 3 2 26)

NULL
}

OCTET STRI NG
64 CA 6E 3D AF 1F BC 18 OA DO D2
F7 85 B9 06

}
SEQUENCE {

SEQUENCE {

EB AA 3B 07 2D

OBJECT | DENTIFIER shal (1 3 14 3 2 26)

NULL
}

CCTET STRI NG

03 2D 06 16 6B E8 OC 5E DO 1B 59 A1 C8 B4 1D DA

A6 91 CC 2C

}
SEQUENCE {

62



169
171
178

180

202
204
206
213

215

237
239
241
248

250

272
274
276
283

285

307
309
311
318

320

342

30
06
05

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

30

o

20:

20:

20:

20:

20:

33:

LQuow L LeQuoew L

Leuow

LQuow L

SEQUENCE {
OBJECT | DENTI FI ER

NULL
}

OCTET STRI NG
88 97 B9 1F 97 D5
D4 7D B7 77

}
SEQUENCE {

SEQUENCE {
OBJECT | DENTI FI ER

NULL
}

COCTET STRI NG
Bl 7F EB 89 71 3B
A6 4A 7F AE

}
SEQUENCE {

SEQUENCE {
OBJECT | DENTI FI ER

NULL
}

OCTET STRI NG
C2 50 15 11 7C D3
F2 A8 A3 DA

}
SEQUENCE {

SEQUENCE {
OBJECT | DENTI FI ER

NULL
}

OCTET STRI NG
90 33 FD 7C 74 8F
5B DC 2F 52

}
SEQUENCE {

SEQUENCE {
OBJECT | DENTI FI ER

NULL
}

CCTET STRI NG
49 97 3D 1B 87 CD
B5 1F 4F 17

}
SEQUENCE {

63

shal (1 3 14 3

3B 77 CO C5 F6

shal (1 3 14 3

10 E9 6F 19 9E

shal (1 3 14 3

49 D4 CB CF 1D

shal (1 3 14 3

4F C7 28 A4 4C

shal (1 3 14 3

1D FB 6B B2 C3

2 26)

88 24 AB F4 DB

2 26)

31 72 9F 47 AA

2 26)

16 6D E9 B8 83

2 26)

0C 71 02 E2 42

2 26)

89 CO 0B DD 56



344 30 9: SEQUENCE {

346 06 5: OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
353 05 0: NULL
: }
355 04  20: OCTET STRI NG
: FE 7C 17 2D 92 35 78 D6 8D OF EE 44 42 07 79 2C
: 6E 83 D8 8B
: }
377 30  33: SEQUENCE {
379 30 9: SEQUENCE {
381 06 5: OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
388 05 0: NULL
: }
390 04  20: OCTET STRI NG
: 21 85 2A 39 7E 3A 9B CF EB 18 AD F4 7C 9F 42 EE
: 5B 5A 65 88
: }
412 30 33 SEQUENCE {
414 30 9: SEQUENCE {
416 06 5: OBJECT | DENTI FIER shal (1 3 14 3 2 26)
423 05 0: NULL
: }
425 04  20: OCTET STRI NG
: 07 CD 59 65 B5 13 43 B4 E9 A8 10 AD 9F 31 3E 1C
: 11 0C 9A 86
: }
447 30  33: SEQUENCE {
449 30 9: SEQUENCE {
451 06 5: OBJECT | DENTI FIER shal (1 3 14 3 2 26)
458 05 0: NULL
; }
460 04  20: OCTET STRI NG
: AC 6E 6F C1 B4 CO OD OD F4 D5 6A 36 D6 04 D9 22
2E 7B 85 2E
}
}
: }
482 04 92 OCTET STRI NG
: 00 00 00 7D 62 30 DO D7 4B FB 2A 57 4C F4 5B 11
CB 14 3A 52 9B FD 6C 00 00 00 AC 6E 6F ClL B4 Q0
OD OD F4 D5 6A 36 D6 04 D9 22 2E 7B 85 2E 00 00
00 07 CD 59 65 B5 13 43 B4 E9 A8 10 AD 9F 31 3E
1C 11 OC 9A 86 00 00 00 92 D3 12 18 C5 BA 9B B7
: C8 FD 69 BC BE 8D B4 20 9D 86 81 27
576 30 218: SEQUENCE {
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579 30 70: SEQUENCE {

581 30  33: SEQUENCE {
583 30 9: SEQUENCE {
585 06 5: OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
592 05 0: NULL
: }
594 04  20: OCTET STRI NG
: 64 3D 5C 8C 6F 42 2F BB 24 EC 59 76 23 88 CD EO
: C6 6E C5 37
1 }
616 30  33: SEQUENCE {
618 30 9: SEQUENCE {
620 06 5: OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
627 05 0: NULL
1 }
629 04  20: OCTET STRI NG
: 7E C3 90 80 95 2A 4A 38 75 D8 8E 34 EO DF B9 F4
AE 3A 27 8F
}
1 }
651 30 13: SEQUENCE {
653 06 9: OBJECT | DENTI FI ER
: shalw t hRSAEncryption (1 2 840 113549 1 1 5)
664 05 0: NULL
1 }
666 04 128: OCTET STRI NG

06 OB D1 99 6C 4F 94 18 28 42 9D 6A 11 OC 44 7F
F5 15 5F 5A 4F 7C OA 37 4B 2F 6D 7D 80 B2 A7 ED
65 7B 74 FD 3F 39 5F 92 EO 49 52 03 FF 82 83 20
F3 EA C4 CO 89 61 9C 9C E7 3C 1B 78 8E E2 DE 72
18 C9 53 06 C1 CE E9 63 19 F5 92 A7 1E F4 BF 83
3B D7 32 A3 1C 69 9B 9E B2 19 96 AE 90 B2 A7 79
36 89 E6 57 D3 0C 8D 0C FO CC 52 F9 F2 BE 8F 33
E3 70 78 80 4C 30 26 BF ED 39 5A 05 B5 52 56 91
}
1 }
797 04 9: OCTET STRI NG
: 08 00 00 00 00 00 11 D9 B8
}

Extended time stamp. From this time stamp it must be possible to extract the
time value using the algorithm presented in Section 8.1 and taking the string above
as trust anchor.

0 30 928: SEQUENCE {
4 02 1: | NTEGER 1
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7 04 0: OCTET STRI NG
9 30 465: SEQUENCE {

13 04 O OCTET STRI NG
: 08 00 00 00 00 00 11 D9 8B
24 30  33: SEQUENCE {
26 30 O SEQUENCE {
28 06  5: OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
35 05  O: NULL
1 }
37 04 20: OCTET STRI NG
: 32 D1 OC 7B 8C F9 65 70 CA 04 CE 37 F2 Al 9D 84
24 0D 3A 89
1 }
59 18  15: Gener al i zedTi me ’ 200204301510227
76 A0 11: [0] {
78 30 O SEQUENCE {
80 02  1: | NTEGER 5
83 A0 4: [0] {
85 02 2 | NTEGER 500
' }
}
: }
89 30 385: SEQUENCE {
93 30 33: SEQUENCE {
95 30 O SEQUENCE {
97 06  5: OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
104 05 O NULL
: }
106 04  20: OCTET STRI NG
: 64 CA 6E 3D AF 1F BC 18 0OA DO D2 EB AA 3B 07 2D
: F7 85 B9 06
: }
128 30  33: SEQUENCE {
130 30 O SEQUENCE {
132 06 5: OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
139 05 O NULL
: }
141 04  20: OCTET STRI NG
: 03 2D 06 16 6B E8 OC 5E DO 1B 59 Al C8 B4 1D DA
: A6 91 CC 2C
1 }
163 30  33: SEQUENCE {
165 30 O SEQUENCE {
167 06  5: OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
174 05 O NULL
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176

198
200
202
209

211

233
235
237
244

246

268
270
272
279

281

303
305
307
314

316

338
340
342
349

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

20:

20:

20:

20:

20:

LQuow L Leuow L

LQuow L.

Leuow L

euow ..

}

OCTET STRI NG
88 97 B9 1F 97 D5
D4 7D B7 77

}
SEQUENCE {
SEQUENCE {

OBJECT | DENTI FI ER

NULL
}

OCTET STRI NG
Bl 7F EB 89 71 3B
A6 4A 7F AE

}
SEQUENCE {
SEQUENCE {

OBJECT | DENTI FI ER

NULL
}

OCTET STRI NG
C2 50 15 11 7C D3
F2 A8 A3 DA

}
SEQUENCE {
SEQUENCE {

OBJECT | DENTI FI ER

NULL
}

OCTET STRI NG
90 33 FD 7C 74 8F
5B DC 2F 52

}
SEQUENCE {
SEQUENCE {

OBJECT | DENTI FI ER

NULL
}

OCTET STRI NG
49 97 3D 1B 87 CD
BS 1F 4F 17

}
SEQUENCE {
SEQUENCE {

OBJECT | DENTI FI ER

NULL

67

3B 77 GO C5 F6

shal (1 3 14 3

10 E9 6F 19 9E

shal (1 3 14 3

49 D4 CB CF 1D

shal (1 3 14 3

4F C7 28 A4 4C

shal (1 3 14 3

1D FB 6B B2 C3

shal (1 3 14 3

88 24 AB F4 DB

2 26)

31 72 9F 47 AA

2 26)

16 6D E9 B8 83

2 26)

0C 71 02 E2 42

2 26)

89 CO0 OB DD 56

2 26)



- }
351 04  20: OCTET STRI NG

: FE 7C 17 2D 92 35 78 D6 8D OF EE 44 42 07 79 2C
: 6E 83 D8 8B
1 }
373 30 33: SEQUENCE {
375 30 9: SEQUENCE {
377 06 5: OBJECT | DENTIFIER shal (1 3 14 3 2 26)
384 05 0: NULL
1 }
386 04 20: OCTET STRI NG
: 21 85 2A 39 7E 3A 9B CF EB 18 AD F4 7C 9F 42 EE
: 5B 5A 65 88
1 }
408 30 33: SEQUENCE {
410 30 9: SEQUENCE {
412 06 5: OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
419 05 0: NULL
1 }
421 04 20: OCTET STRI NG
: 07 CD 59 65 B5 13 43 B4 E9 A8 10 AD 9F 31 3E 1C
: 11 OC 9A 86
1 }
443 30 33: SEQUENCE {
445 30 9: SEQUENCE {
447 06 5: OBJECT | DENTIFIER shal (1 3 14 3 2 26)
454 05 0: NULL
1 }
456 04 20: OCTET STRI NG
: AC 6E 6F C1 B4 CO OD OD F4 D5 6A 36 D6 04 D9 22
2E 7B 85 2E
}
}
}

478 04 230: COCTET STRI NG
: 00 00 00 7D 62 30 DO D7 4B FB 2A 57 4C F4 5B 11
CB 14 3A 52 9B FD 6C 00 00 00 AC 6E 6F C1 B4 CO
OD OD F4 D5 6A 36 D6 04 D9 22 2E 7B 85 2E 00 00
00 07 CD 59 65 B5 13 43 B4 E9 A8 10 AD 9F 31 3E
1C 11 0C 9A 86 00 01 00 7D 3B 07 25 91 63 F6 4C
7C 40 BO CF D1 65 Al 30 C7 CA Al EF 00 00 00 21
85 2A 39 7E 3A 9B CF EB 18 AD F4 7C 9F 42 EE 5B
5A 65 88 00 01 00 D8 51 1C 1A 2E 1C A9 0D 53 EE
BC 1C E7 OF BA 14 6E 74 69 3A 00 00 00 93 ED DB
EE 22 57 F3 E1 BE CE 3A EE 86 A3 5A 67 B6 D1 15
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5D 00 01 00 OC DF D8 FB D3 7E 35 16 1A 8C 2A 60
35 39 9B E7 F4 39 AE 64 00 01 00 9F DA 92 83 48
B8 69 2F 55 90 27 EB 59 DC ED 5C 58 24 54 A6 00
01 00 98 8B 3D FC C2 A9 12 D8 88 D1 7E 05 67 C9
: E3 F1 67 OB D4 52
711 30 218:  SEQUENCE {

714 30 70: SEQUENCE {
716 30  33: SEQUENCE {
718 30 9: SEQUENCE {
720 06 5: OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
727 05 0: NULL
: }
729 04  20: OCTET STRI NG
: 98 EA 8B 77 C3 F7 37 4B OC EO 07 4C D3 84 7C 91
: 4C 1F Q0 44
: }
751 30  33: SEQUENCE {
753 30 9: SEQUENCE {
755 06 5: OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
762 05 0: NULL
: }
764 04  20: OCTET STRI NG
: 7TE C3 90 80 95 2A 4A 38 75 D8 8E 34 EO DF B9 F4
AE 3A 27 8F
}
1 }
786 30 13: SEQUENCE {
788 06 9: OBJECT | DENTI FI ER
: shalwi t hRSAEncryption (1 2 840 113549 1 1 5)
799 05 0: NULL
1 }
801 04 128: OCTET STRI NG

94 F3 DC 20 3D OD A6 96 BO 71 67 DF 4E 30 FF 88
41 44 7A BE FA 95 C1 D9 B9 76 70 87 67 DC EO BB
75 03 73 21 DC 33 4F 4D 8A DF F5 37 80 5C 18 OF
2F 2E 8F 68 09 DB EA A7 F1 63 FO C4 E4 75 4E 35
OE E7 F7 29 DC D7 9F 53 72 17 68 78 F8 E7 DF 71
6D 59 49 41 A3 F1 98 C4 16 53 39 AE FB 7C AA 9B
90 01 09 30 99 B2 45 63 F7 42 11 28 9F 61 1A 6F
84 DC 62 8A 95 F2 83 0D 20 CB CA BA 08 89 AB 26
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C.4.3 Comparing Time Stamps

Comparison of time stamps C.4.1 and C.4.2 (using the certificate C.1.2 and the
string C.4.2 for verification) must give vr esul t =“earlier” and vt ype="direct”.

C.4.4 Extending One Time Stamp with the Help of Another

It is possible to extend time stamp C.4.1 to the stamp C.4.2. From the result it
must be possible to extract the time value using the algorithm presented in Section

8.1 and taking the string from Subsection C.4.2 as trust anchor.
Extension result

0
4
7
9
13

24
26
28
35

37

59
76
78
80
83
85

89
93
95
97
104

106

30
02
04
30
04

30
30
06
05

04

18
A0
30
02
A0
02

30
30
30
06
05

04

823:
1.
0:
360:
9:

20:

15:

=
.NAREROR

280:
33:

20:

LQuow |

SEQUENCE {
| NTEGER 1
OCTET STRI NG
SEQUENCE {
OCTET STRI NG
08 00 00 00 00 00 11 D9 80
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
NULL
}
OCTET STRI NG
7E OA 12 42 BD 8E F9 04 4F 27 DC A4 5F 5F 72 AD
5A 11 25 BF

}
Ceneral i zedTi ne ’ 20020430151018Z’
(0] {
SEQUENCE {
| NTEGER 5
[0] {
| NTEGER 500
}
}
}
SEQUENCE {
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FIER shal (1 3 14 3 2 26)
NULL
}
COCTET STRI NG
64 CA 6E 3D AF 1F BC 18 OA DO D2 EB AA 3B 07 2D
F7 85 B9 06
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128
130
132
139

141

163
165
167
174

176

198
200
202
209

211

233
235
237
244

246

268
270
272
279

281

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

20:

20:

20:

20:

20:

LQuow |

Leuow L Leuow L

LQuow L

Leuow L

}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
03 2D 06 16 6B ES
A6 91 CC 2C
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
88 97 B9 1F 97 D5
D4 7D B7 77
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
Bl 7F EB 89 71 3B
A6 4A TF AE
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
C2 50 15 11 7C D3
F2 A8 A3 DA
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
90 33 FD 7C 74 8F
5B DC 2F 52

71

shal (1 3 14 3

0C 5E DO 1B 59

shal (1 3 14 3

3B 77 CO C5 F6

shal (1 3 14 3

10 E9 6F 19 9E

shal (1 3 14 3

49 D4 CB CF 1D

shal (1 3 14 3

4F C7 28 A4 4C

2 26)

Al C8 B4 1D DA

2 26)

88 24 AB F4 DB

2 26)

31 72 9F 47 AA

2 26)

16 6D E9 B8 83

2 26)

0C 71 02 E2 42



303
305
307
314

316

338
340
342
349

351

373

606
609
611
613
615
622

624

30
30
06
05

04

30
30
06
05

04

04

30
30
30
30
06
05

04

20:

20:

230:

218:
70:
33:

20:

LQuow |

Leuow L

SEQUENCE {

SEQUENCE {

}
}

}

SEQUENCE {
OBJECT | DENTI FI ER
NULL

}

OCTET STRI NG
49 97 3D 1B 87 CD
BS 1F 4F 17

}

SEQUENCE {
OBJECT | DENTI FI ER
NULL

}

OCTET STRI NG
FE 7C 17 2D 92
6E 83 D8

}

OCTET STRI NG

00
A3
El
00
8B
42
Co
94
BC
EE
5D
35
B8
01
E3

00
5A
F8
1E
07
4F
8C
8D
1C
22
00
39
69
00
F1

00
67
88
25
EE
20
FA
55
E7
57
01
9B
2F
98
67

SEQUENCE {
SEQUENCE {

SEQUENCE {

93
B6
8E
E2
6E
AA
92
00
OF
F3
00
E7
55
8B
0B

ED
D1
44
El
83
FE
8C
01
BA
El
0C
F4
90
3D

SEQUENCE {
OBJECT | DENTI FI ER
NULL

}

8B

15
7C
E3
00
25
8D
00
14
BE

39
27
FC
52

OCTET STRI NG

72

EE
5D
5D
85
01
6D
98

6E

AE
EB

35

22
00
20
25
00

B7
51
74
3A
FB
64
59
A9

shal (1 3 14 3

1D FB 6B B2 C3

shal (1 3 14 3

78

D6 8D OF

F3
00

65
DA
FO
40
1A
3A
86
7E
01
ED

El
21
57
22
5E
5D
A8
2E
00
A3
35
00
5C
88

BE
4A
D2
c1
F8
16
EB
1C
00
5A
16
9F
58
D1

EE

AE
81
55
OE
00
3F
A9
00
67
1A
DA
24
7E

shal (1 3 14 3

2 26)

89

Cco

2 26)

44

3A
69
18
19
FA
01
E7
0D
93
B6
8C
92
54
05

42

EE
F5
00

58
00
2D
53
ED
D1
2A
83
A6
67

2 26)

0B DD 56

07 79 2C

86
E2
01

D7

62
EE

15
60
48
00



98 EA 8B 77 C3 F7 37 4B 0OC EO 07 4C D3 84 7C 91

: 4C 1F Q0 44
1 }
646 30  33: SEQUENCE {
648 30 9: SEQUENCE {
650 06 5: OBJECT | DENTIFIER shal (1 3 14 3 2 26)
657 05 0: NULL
1 }
659 04  20: OCTET STRI NG
: 7E C3 90 80 95 2A 4A 38 75 D8 8E 34 EO DF B9 F4
AE 3A 27 8F
}
1 }
681 30 13: SEQUENCE {
683 06 9: OBJECT | DENTI FI ER
: shalw t hRSAEncryption (1 2 840 113549 1 1 5)
694 05 0: NULL
: }
696 04 128: OCTET STRI NG

94 F3 DC 20 3D OD A6 96 BO 71 67 DF 4E 30 FF 88
41 44 7TA BE FA 95 C1 D9 B9 76 70 87 67 DC EO BB
75 03 73 21 DC 33 4F 4D 8A DF F5 37 80 5C 18 OF
2F 2E 8F 68 09 DB EA A7 F1 63 FO C4 E4 75 4E 35
OE E7 F7 29 DC D7 9F 53 72 17 68 78 F8 E7 DF 71
6D 59 49 41 A3 F1 98 C4 16 53 39 AE FB 7C AA 9B
90 01 09 30 99 B2 45 63 F7 42 11 28 9F 61 1A 6F
84 DC 62 8A 95 F2 83 0D 20 CB CA BA 08 89 AB 26

C.5 Time Stampswith Aggregation

In this example, the messages 1, 2 and 3 (Subsections C.2.1, C.2.2 and C.2.3)

are aggregated using Merkle’s tree (see Figure 4).
The time stamp for Message C.2.1

0 30 812: SEQUENCE {
4 02 1 I NTEGER 1
7 04 46 OCTET STRI NG
00 01 00 32 D1 OC 7B 8C F9 65 70 CA 04 CE 37 F2
Al 9D 84 24 0D 3A 89 00 01 00 80 25 6F 39 A9 D3
08 65 OA CO OD 9B E9 A7 2A 95 62 45 45 74
55 30 465: SEQUENCE {
59 04 9: OCTET STRI NG
: 08 00 00 00 00 00 11 D9 C5
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70
72
74
81

83

105
122
124
126
129
131

135
139
141
143
150

152

174
176
178
185

187

209
211
213
220

222

30
30
06
05

04

18
A0
30
02
A0
02

30
30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

20:

15:

=
.NAREROR

385:
33:

20:

20:

20:

LQuow

LQuow L

Leuow L

SEQUENCE {
SEQUENCE {
OBJECT | DENTI FIER shal (1 3 14 3 2 26)
NULL
}
OCTET STRI NG
CF 40 4A 5A 75 45 AF 82 BA 6C 07 CF 60 96 C5 30
OF D5 03 95
}
Gener al i zedTi me ’ 20020502104029Z
[0] {
SEQUENCE {
| NTEGER 5
[0] {
| NTEGER 500

}
}
}
SEQUENCE {
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FIER shal (1 3 14 3 2 26)
NULL
}
OCTET STRI NG
64 CA 6E 3D AF 1F BC 18 0OA DO D2 EB AA 3B 07 2D
F7 85 B9 06
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
NULL
}
OCTET STRI NG
03 2D 06 16 6B E8 OC 5E DO 1B 59 AL C8 B4 1D DA
A6 91 CC 2C
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
NULL
}
OCTET STRI NG
88 97 B9 1F 97 D5 3B 77 CO C5 F6 88 24 AB F4 DB
D4 7D B7 77
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244
246
248
255

257

279
281
283
290

292

314
316
318
325

327

349
351
353
360

362

384
386
388
395

397

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

20:

20:

20:

20:

20:

LQuow |

Leuow L Leuow L

LQuow L

Leuow L

}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
Bl 7F EB 89 71 3B
A6 4A TF AE
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
C2 50 15 11 7C D3
F2 A8 A3 DA
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
90 33 FD 7C 74 8F
5B DC 2F 52
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
49 97 3D 1B 87 CD
B5 1F 4F 17
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
FE 7C 17 2D 92 35
6E 83 D8 8B

75

shal (1 3 14 3

10 E9 6F 19 9E

shal (1 3 14 3

49 D4 CB CF 1D

shal (1 3 14 3

4F C7 28 A4 4C

shal (1 3 14 3

1D FB 6B B2 C3

shal (1 3 14 3

78 D6 8D OF EE

2 26)

31 72 9F 47 AA

2 26)

16 6D E9 B8 83

2 26)

0C 71 02 E2 42

2 26)

89 C0 0B DD 56

2 26)

44 42 07 79 2C



419
421
423
430

432

454
456
458
465

467

489
491
493
500

502

524

595
598
600
602
604
611

613

30
30
06
05

04

30
30
06
05

04

30
30
06
05

04

04

30
30
30
30
06
05

04

20:

20:

20:

69:

218:
70:
33:

20:

LQuow |

Leuow L

}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
41 A9 2F 81 AC Db
10 03 09 7A
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
OE 1C A6 AC 70 4A
EC 77 C7 4F
}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
FB 4C OF 7B 0D 60
7B 3B AD 8E

}
}

}
OCTET STRI NG

00 00 00 82 52 AC 6F 86
14 1A 89 DO AC 85 FF 00
DE CB D8 4D 18 6D OE 7B
00 EE 99 2C DA 90 58 CA
AC OA B6 79 B5
SEQUENCE {
SEQUENCE {
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
NULL
}
OCTET STRI NG
85 EE B6 AD 5F 22

76

shal (1 3 14 3

B5S CF 1A 5A 22

shal (1 3 14 3

37 Cr OE 7E 17

shal (1 3 14 3

DE CB D8 4D 18

13 7F CA C5 DF
00 00 FB 4C OF
1E FC 7B 3B AD
78 41 D6 71 64

shal (1 3 14 3

A3 97 A2 28 Al

2 26)

2F 29 57 B6 46

2 26)

53 DB B8 28 A8

2 26)

6D OE 7B 1E FC

FA OD 97
7B 0D 60
8E 00 00
0C 84 BC

2 26)

41 27 BD 7B 05



CE 28 FF 24

: }
635 30 33: SEQUENCE {
637 30 9: SEQUENCE {
639 06 5: OBJECT | DENTIFIER shal (1 3 14 3 2 26)
646 05 0: NULL
: }
648 04  20: OCTET STRI NG
: 7E C3 90 80 95 2A 4A 38 75 D8 8E 34 EO DF B9 F4
AE 3A 27 8F
}
: }
670 30 13: SEQUENCE {
672 06 9: OBJECT | DENTI FI ER
: shalwi t hRSAEncryption (1 2 840 113549 1 1 5)
683 05 0: NULL
: }
685 04 128: OCTET STRI NG

75 DO C6 E1 C4 56 1A FA 5C E2 61 29 25 1D 19 5A
0B 4B 9E 34 41 54 6A 3F 45 CD 55 6E BA 58 29 2F
C6 39 2F 73 70 F5 01 34 55 D9 8F 35 26 6C D6 BC
Dr 73 14 40 95 6E 35 AD 8A EE 26 BO 0C 91 BO 4D
69 66 B5 EF 8D DO 58 B8 6A 7E OB DE 93 9A 65 F4
83 D2 1F D6 91 A4 7A 17 84 71 27 6E C4 D2 27 D7
F9 96 CO F8 32 C7 9F D4 BD 7C 08 FB 30 71 40 F5
85 ED 10 F7 2C 81 81 70 2A E4 5D FA DD 30 DO EO

C.6 TheAbove Messagesin PEM-format

C.6.1 Private Key of the Time-stamping Service Provider C.1.1

----- BEG N RSA PRI VATE KEY- - - - -

M | CXAl BAAKBgQChGhl by pgVL5aC0HBf 9GPdWWO/ 37yxqRTj | TcRhPBc Gw MydwWH
f | XK9ARsyLt xCORoi CgDz8j kbSSGvr FedG\ti / WaxD515nEVd+z Ei VXFCW HKSOM
CnPBI 8BdOGubugEsKkj 63Q0s F7pXKWh0f z91yaFL3wMont X6eUpnCdN Q DAQAB
A0GABWMWOEFI ZhOOW593nS78cN6T+820zq15TOeKKNWE 1F04r Fki pS5Xaqr Fbndt 5
dgPvZNZ7EKk NSR6 SHz Fx 7 XZPo MHAUQV pr TP2J QHV/ BVWT9ad OSef v6aN6CobBj WK
ZyEzy AAMOFDYpXPOf 0TdM TLRbwg/ XEZahz Es Cckhi Swdx UCQQDNg 14 SabDRMT4Q
wXj 6r Nr g+rt GGazDl VyZI Gg8DgdAWUbAPX OK4Zr pDz W UBKGWYr O YbdhqJdj p
nsJwpOvbAK EAWTRKI 1ShWFnvx Onj j 6mUJ75xpMyo9seNUBLXcJyHOhhr Qeyt X44S/
EJKK/ f SXFzTbUsbHkKgu8Z7+pnDEHchBWIBAI t QQZW 1i yJsCRVs3hj c2glnoJw
hzi eMei CW yB6dgo8u4SZf dr 5Az\WnPlI SWBon04xsK1/ C5BSf h+r e5gV8CQHZB
zXhbUs6zbf FHWNf sYr 8vK6zZSx4BGUI wlnoVggp9i zJ42zj | 3dUVDI VHc TkbkEYN
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ef RRr/ R/ j wOadnzHni 0CQDQBi pf YCu+k X6VpOBeogWHAUf / ChHkgyx4VIGNi 91XI
0gnXo6BJaxyQEgj h6s5UOTER] gT390bHn8unr hDOW A=
----- END RSA PRI VATE KEY-- - - -

C.6.2 Certificate of the Time-stamping Service Provider C.1.2

----- BEG N CERTI FI CATE- - - - -

M | BqDCCARGgAW BAgl BADANBgkghki GOw0BAQUFADAaNMRgWFg YDVQQDEWI Bant0
ZWiwbd 0ZWud XMatHh e NIVDI wNDMMVDe z NDQL Wh ¢ NVDIE wNTMMVDe z NDQLW AaMRgw
Fg YDVQRDEWO BanF0ZWLwbhd 0ZW/ud XMwg Z8wDQYJKoZl hvec NAQEBBQADg YOAM GJ
AoGBAJsaGWKmBWvI o4cF/ 0Y91bDT/ f vLGFOVhNX GE8 Fwbh C8y p3BYd8hcr 0BGz
U3ELRG | KAPPyORt JI a+sV50YxyL9Zr EPnXnmcRV37M8JVeUJbl cpl 4wKc 8Ej) w04
a5uB6ASWgSPr dA6wXul cpaf R/ P3XJoWf AwsCelf p5SniyJ039Ag VBAAEWDQYJKoZI
hvcNAQEFBQADg YEAYeApngXhi aS70ai LxhaVt OM-8KJI GY4G+2J MRWCh2ngPRYonO0
9z/j YogLObUov XqlA2R9Zi KKOA3YQL/ h+rt RNCUugxf xbl n¥ RNTG RHeleQ\bVz1
w23AhNvxKt 8LOPVdW 5uB3WGe XCWP6eY0j zHLZwk Yz XZe2l mvGCj 068r 5g=
----- END CERTI FI CATE- - - - -

C.6.3 Time-stamped Message C.2.1
MTI zNDU2Nz g5VDEY Mz QLN c4O0TA=

C.6.4 Time-stamping request Corresponding to Message C.2.1
MCYCAQEW TAJBgUr DgMOGgUABBR+ChJ Cv Y75BESN3KRf X3Kt WhEI vw==

C.6.5 Time-stamped Message C.2.2
YWj ZGVnz2hpam sbWsvcHFyc3R1dnd4eXo=

C.6.6 Time-stamping request Corresponding to Message C.2.2
MCYCAQEW TAJBgUr DgMCGgUABBQY0Qx 7 Pl | cMbEzj f yoZ2EJA06Gi Q==

C.6.7 Time-stamped Message C.2.3
QUJDREVGROhJ Skt MTUSPUFFSULRWI dYW/o=

C.6.8 Time-stamping request Corresponding to Message C.2.3
MCYCAQEW TAJBgUr DgMCGgUABBSAIVB5qdM ZQr JDZv ppyqVYKVFdA==

78



C.6.9 Time Stamp C.3.1

M | Cf gl BAQQAM | BaAQI CAAAAAAAEd mMAMCEWCQYFKwA DAho FAAQUf goSQr 20+QRP
J9ykX19yr VoRIb8YDz | wivDl wNDMMVIT Ux MDE4 W AL MAk CAQNg BAI CAf QnggEYMCEW
CQYFKw4ADAhoFAAQUZMpuPa8f vBgKONLr qj sHLf eFuQywi TAJBgUr DgMCGg UABBQD
LQYWa+gMXt AbWaHI t B3appHM.DAhMAK GBSs OAW aBQAEF! i XuR+X1Tt 3wVIX2i CSr
9Nv Uf bd SMCEWCQYFKwWADAhoOFAAQUs X/ i XETEQ vGZ4xcp9HqqZKf 64w TAJBgUr
DgMCGg UABBTCUBURf NNJ 1My PHRZt 6bi D8qji j 2j AhMAk GBSs OAW aBQAEFJAz/ Xx0
j 0/ HKKRVDHECAk J b3 C9 SMCEWCQYFKwA DAhoFAAQUSZc9GAT NHf t r ssOQIwAvdVr Uf
Txcwl TAJBgUr DgMCGgUABBT+f Bet kj V4100P7k RCB3ksboPYi wWQuAAAAK+3b7i JX
8+Gtzj r uhgNaZ7bRFVOAAACT7dvul | f z4b700u6CGolpnt t EVXTCB2j BGMCEWCQYF
Kw4 DAho FAAQUOANB8(KnN] Sue8qgzci nKGQvKSFIDOW TAJBgUr DgMCGg UABBR+WSCA
| SpKOHXY] j Tg37n0rj onj zANBgkghki GOWOBAQUFAASBgDz CMNzj spbbQvuUyJ/ P
U148Kj GSf M67JZCOWHyf 2r VpJ3G5+r/ YI Bj vKDDT/ i HWKDc7M_6+11 f r | 1QTnF2t 6
pgkRLNc2za5Y8C8+gShy Tr D5@es YBAkmMUUIz72agEJy Ui Xdf svWKL4gl XQ0cur
hrj Abz3ar R/ cbh6BSJeYewNzh

C.6.10 Time Stamp C.3.2

M | DFQ BAQQAM | BOQQI CAAAAAAAEM Nl MCEWCQYFKwA DAho FAAQUM EMe4z5ZXDK
BM4380 GdhCQNCok YDz | wivDl WINDMAMVITUx VDI y WAL MAK CAQWG BAI CAF Qg g GBMCEW
CQYFKwADAhoFAAQUZMpuPa8f vBgKONLr qj sHLf eFuQywi TAJBgUr DgMCGg UABBQD
LQYWA+gMXt AbVaHI t B3appHWVLDAhMAK GBSs OAW aBQAEFI i XuR+X1Tt 3wiviX2i CSr
9Nv Uf bd3MCEWCQYFKwADAhoFAAQUs X/ r i XE7TEQ vGZ4xcp9HgqZKf 64wl TAIBgUr
DgMCGg UABBTCUBURF NNJ 1My PHRZt 6bi D8qji j 2j AhMAk GBSs OAW aBQAEFJAz/ Xx0
j 0/ HKKRWVDHECA kK J b3 CO SMCEWCQYFKwA DAhOFAAQUSZCc9GAT NHF t r ssQIwAvdVr Uf
Txcw TAJBgUr DgMCGgUABBT+f Bet kj V4100P7k RCB3ksboPYi zAhMAk GBSs AW a
BQAEFCGFK| | +OpvP6xi t 9Hyf QuShWHN MCEWCQYFKwADAho FAAQUBB1ZZbUTQ/ Tp
gBCt nzE+HBEMTDYW TAJBgUr DgMCGgUABBSs b Bt MANDF TVaj bWBNki LnuFLgRc
AAAAf W WONAL+y pXTPRbEcsUQ Kb/ VWAAACsbm Bt MANDF TVaj bWBNKi LnuFLgAA
AAF NWWALEOOOD6agQr Z8x PhwRDJI qGAAAAKt MNSGWBN7f | / WiBv 0201 J2GgScwgdow
R AhMAk GBSs OAW aBQAEFGQXI xvQ +7JOxZdi O zeDGbs U3MCEWCQYFKwADAhoF
AAQUF sOQyJUQgSj h12l 404N+59K46J48wDQYJKoZl hvc NAQEFBQAEg YAGCOGZbE+U
GChCnWRDER/ 9RVF Vk98C) dLL219gLKn7W/7dP0/ OV+S4El SA/ +CgyDz6sTAI Wee
nCc8G3i O4t 5y GM TBsHO6WWZ9ZKnHv S/ gzv XMgMecaZueshmi pCy p3k2i eZX0wy N
DPDMUvnyvo8z43B4gEwwdr / t OVoFt VIVWK Q==

C.6.11 Time Stamp C.3.3

M | C8Q BAQRAM | Bx AQJI CAAAAAAAE mp MCEWCQYFKw4 DAho FAAQUg CVv Can TCGUK
y@b6acql W FRXQYDz | wivDl wWNDMMMTUxM Ey W CCAYEwW TAJ BgUr DgMCGg UABBRK
yma9r x+8GAr QQuugOact 94WVWEBj AhMAk GBSs OAW aBQAEFAM BhZr 6 Axe0Bt Zoci 0
Hd gk c ws MCEWCQYFKw4 DAho FAAQUI Je5H5f VOB Axf al JKv029R9t 3cwi TAIBgUr
DgMCGgUABBSx f +uJcTs Q6WBZnj FynOeqpkp/ r j AhMAk GBSs OAW aBQAEFMJ QFRF8
00nUy88dFnBpul PygKPaMCEWCQYFKwADAho FAAQUK DP9f HSPT8copEWMVEQLI Q v
L1lw TAJBgUr DgMCGgUABBRII| z0bh80d+2uyw4nAC91W RIOPFz AhMAk GBSs OAW a
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BQAEFP58Fy 2SNXj W Q uREl HeSxug9i L MCEWCQYFKw4 DAhoFAAQUL7aWHBS/ QTI R
1BY/ / / pj k5A9LY4w TAJBgUr DgMCGgUABBTL UoPQAN50e SMBY x ZJ Ug+ac pvHoz Ah
MAk GBSs OAW aBQAEFGI2S2K0OqKA2i 9DDk/ Jj vl 9K97F8BEUAAACG4KTi i xCvU809
X5NQ g7w791D] AAAAGA2S2KO0gKA2i 9DDk/ Jj vl 9K97F8AAAATCel AohCunSj EEr
GEg8n9qi OMydowR] AhMAK GBSs OAWM aBQAEFLsHBLD5sZKegkXc6NonGll hecos
MCEWCQYFKw4DAho FAAQUF sOQgJ UqSj h121 404N+59K46J48wDQYJKoZI hvc NAQEF
BQAEQ YBT+WR+Xz9CvbdUF81/ | FFAN2D9t 31r 9t dJ5V/ JPILWbhJIqvl j OpF7Zj | Cf
0OVbOvI Dr t H2ht f dVar r/ uSDl 7n/ xV4VO1R2DXQWK YdJL+x 3 DRHRqW 2 Ey SXPVh
1nGdSh4SqgP/ QZnEh0x5t XRQYUCWMUR/ eEVX Yoy 80uM3Xx60+ZYA==

C.6.12 Time Stamping Request C.4.1

M | G TCCAn4CAQEEADCCAW ECQyAAAAAABHZgDAhMAK GBSs OAW aBQAEFHAKEK K9
j VKETyYf cpF9f cqlaESW GA8y MDAy MDQz MDELMT Ax OFqgCz AJ AQEFOAQCAgHOM | B
GDAhMAK GBSs OAWM aBQAEFGTKbj 2vH7wYCt DS6607By 33hbk GVCEWCQYFKwADAhoF
AAQUAY 0GFmvoDF7 QGLmhy LQd2qaRz Cmud TAJBgUr DgMCGUABBSI | 7kf | 9U7d8DF
9ogkq/ Tbh1H23dz AhMAk GBSs OAW aBQAEFLF/ 641 x Ox Dpbx me MXKf R6gnn+uMCEwW
CQYFKwADAhoFAAQUW AVEXzTSdTLzx0Wbenvtg/ Koo9ow TAJBgUr DgMCGg UABBSQ
M 18dl 9Pxyi kTAXxAuJ CVOwv Ui AhMAKk GBSs OAW aBQAEFEMXPRUHz R37a7LDi cAL
3Va1lH08 XMCEWCQYFKwA DAho FAAQU/ nwXLZIl 1eNaND+5EQud5L G5 D21 sELgAAAI Pt
2+4i V/ Phvs4670aj Wre20RVAAAAAK+3Db7i JX8+Gtzj r uhgNaZz7bRFVOwgdowRj) Ah
MAk GBSs QAW aBQAEFDgJ/ ECpoOr nvKs 3l pyhkLykhf QOMCEWCQYFKw4 DAho FAAQU
fsOQgJUgSj h121 404N+59K46J48wDQYJKoZIl hvc NAQEFBQAEgG YA8wW Dc47KW20L7
I M fz1NePCoxknzQOeyWQ vsn9qlaSdxuf q/ 2CAY7ygwd/ 4h8Cg30z C+vt SHE5dUE
5xdr eqapES53Ns 2uWPAv PoOEnBk6w+Rt Hr GPAJJI FCc+9noBCcl | | 3X7L1byi +I JV
zt HLg4a4wE892g0f 3G+gUi XnHs Dc4 QQJI CAAAAAAAEd

C.6.13 Time Stamp C.4.1

M | DI Al BAQQAM | BaAQJ CAAAAAAAEd mMAMCEWCQYFKwA DAho FAAQUf goSQr 20+QRP
J9ykX19yr VoRIb8YDz | wivDl wNDMMVIT Ux MDE4 W AL MAk CAQNg BAI CAf QnggEYMCEW
CQYFKwADAhoFAAQUZMouPa8f vBgKONLr gj sHLf eFuQywi TAJBgUr DgMCGg UABBQD
LQYWA+gMXt AbWAHI t B3appHVLDAhMAK GBSs OAW aBQAEFI i XuR+X1Tt 3wiMX2i CSr
9Nv Uf bd 3MCEWCQYFKWADAhOFAAQUs X/ ri XE7TEQ vGZ4xcp9HqqzZKf 64w TAIBgUr
DgMCGgUABBTCUBURF NNJ 1My PHRZt 6bi D8qi j 2j AhMAKGBSs OAW aBQAEFJAz/ Xx0
j 0/ HKKRVDHECAk J b3 C9 SMCEWCQYFKwA DAhoFAAQUSZcOGAT NHf t r ssOQIwAvdVr Uf
Txcw TAJBgUr DgMOGgUABBT+f Bet kj VA100P7k RCB3ksboPYi wSBz WAAAJ Pt 2-+4i
V/ Phvs4670aj Wre20RVAAAEAI Uquaf Xi 4f i | j KRBXSCUz Ff SgRgAAQAeJeLh44Ul
nGU wWUZocqLB+5ugwABAJj aXvgOtl j Xk8gqv4l bbHv8FOWAAEAZ 8CM-pKM Zi 3
j ECo6z/ nLVKUj VUAACQDYURwaLhypDVPuvBznD7oUbnRpOgAAAIPt 2+4i V/ Phvs46
70aj Wre20RVJAAEAy 1KDOCODeaHkj N78W5VKv mKbx 6 MAAQDbLLj | uaAK6WFUWMIF5V
45RNVs nTA] CB2j BGVCEWCQYFKwA DAho FAAQUUWC Es Pk p6gRdzo02i cbWAFSyi ww
| TAJBgUr DgMCGgUABBR+WSCAl SpKCOHXY] j Tg37n0r j onj zANBgkghki GOwOBAQUF
AASBgFP5ZH5f POK9t 1QXzX8gUXg3YP23f W210nl X8k/ Ot ai Emg+WPSkXt mvhJd/ Q
4yj S+UQu0f aGl91Vquv+5I1 OXuf / FXhXTVHYNdAy RhOkv 7EaUNEdGpa/ YTJJc8yf W
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c51KHhKo/ 9BmMYSHTHMLAFBI 4J YXRHO4ARXFi j LzS4zf Haj 51 g

C.6.14 Time Stamping Request C.4.2

M | DJ DCCAx UCAQEEADCCAJ EECQQAAAAAABHZI z AhMAK GBSs OAWM aBQAEFDL RDHUM
+Wwy g TON' KhnYQk DTqJ GA8y MDAy MDQz MDELIMTAy M qgCz AJAgEFOAQCAgHOM | B
g TANMAK GBSs OAwW aBQAEFGTKbj 2vH7wYCt DS6607 By 33hbk GMCEWCQYFKwADAhoF
AAQUAY 0GFnvoDF7QGLhy LQd2qaRz Omv TAJBgUr DgMCGgUABBSI | 7kf | 9U7d8DF
90gkqg/ Tbh1H23dz AhMAK GBSs OAWM aBQAEFLF/ 641 x Ox Dpbx me MXKf R6qnSn+uMCEw
CQYFKwADAhoFAAQUW AVEXzTSATLzx0Whermdg/ Koo9owl TAJBgUr DgMCGg UABBSQ
M 18dl 9Pxyi k TAXxAuJ CVOw Uj AhMAKk GBSs OAW aBQAEFENXPRuHz R37a7LDi cAL
3Va1lHO8 XMCEWCQYFKwA DAhoFAAQU/ nwXLZIl 1eNaND+5EQyd5LGED21 swl TAIBgUr

DgMCGgUABBhhSo5f j gbz+sYr f RBNOLuWLpl i DAhMAK GBSs OAW aBQAEFAf NVWWAL
E0Q06agQr Z8x PhwRDJ q GMCEWCQYFKwA DAho FAAQUr GBvwb TADQB01W21gTZl i 57
hS4EXAAAAHLI MNDXS/ sqV0z OWKHLFDp S 1s AAAAr Gvwbh TAD@BO1W21gTZI i 57
hS4AAAAHZz VI | t RNDt OnpEK2f MIr4cEQyahgAAAJLTEhj Fupu3yP1pvL6N CCdhoEn
M HaMEYw TAJBgUr DgMCGgUABBRk PVy MOl vuy TsWKY] i MBgx ¥ FNz AhMAk GBSs O
Awl aBQAEFH7Dk| CVKko4ddi ONCDf uf SuO e PMAOGCSqGSI b3DQEBBQUABI GABgVR
MM Pl BgoQr1gEQXEF / UVX1pPf Ao3Sy9t f YCyp+1l e3T9PzI f kuBJUgP/ goMy8+r E
W | hnJznPBt 4j uLechj JUwbBzul j & WEpx70v4M/ 1zKj HGrbnr | ZI g6Qsgqd5Nonm
VOMM Qzwz FL58r 6PM-Nwel BMMCa/ 7Tl aBbVSVpEECQIAAAAAABHZUA==

C.6.15 Time Stamp C.4.2

M | DoAl BAQQAM | BOQQI CAAAAAAAE m MCEWCQYFKwA DAho FAAQUM EMe4z5ZXDK
BWA38gGdhCQNCok YDz | wivDl wNDMMMITUx VDI y W AL MAK CAQW) BAI CAF Qg g GBMCEW
CQYFKwADAhoFAAQUZMouPa8f vBgKONLr gj sHLf eFuQywi TAJBgUr DgMCGg UABBQD
LQYWA+gMXt AbWAHI t B3appHMVLDAhMAK GBSs OAW aBQAEFI i XuR+X1Tt 3wiMX2i CSr

9Nv Uf bd3MCEWCQYFKwADAhoFAAQUs X/ r i XETEQ vGZ4xcp9HgqZKf 64wl TAIBgUr

DgMCGgUABBTCUBURF NNJ 1My PHRZt 6bi D8qi j 2j AhMAKGBSs OAW aBQAEFJAz/ Xx0
j 0/ HKKRVDHECAk J b3 C9 SMCEWCQYFKwA DAhoFAAQUSZc9GAT NHf t r ssOQIwAvdVr Uf

Txcwl TAJBgUr DgMCGgUABBT+f Bet kj V4100P7k RCB3ksboPYi zAhMAk GBSs AW a
BQAEFCGFK] | +CpvP6xi t 9Hyf QuSbWrN MCEWCQYFKwADAhoFAAQUB81ZZbUTQ7 Tp
qBCt nz E+HBEMD YW TAJBgUr DgMOGgUABBSs b Bt MANDf TVaj bVBNki LnuFLgSB
5gAAAHLI MNDXS/ sqV0zOWkHLFDpSnT 1s AAAAr GBvwbhb TADQBO01W21gTZI i 57hS4A
AAAHz VI | t RNDt OmoEK2f MIT4c EQyahgABAHO 7By VRY/ ZM ECQwz 9FI o TDHy gHv AAAA
I YUgOx46nB/ r GK30f J9C71 t aZzYgAAQDYURWaL hy pDVPuvBz nD70UbnRpOgAAAJ Pt

2+4i VI Phvs4670aj Wre20RVAAAEADN Y+9N+NRYaj CpgNTh5/ Qbr nQAAQCK 2pKD
SLhpL1WQJ+t Z30LcWCRUpgABAJi LPf zCqRLYi NF+BW J4/ FnCORSM HaVEYW TAJ
BgUr DgMCGgUABBSY60t 3w ¢3SwzgB0z ThHy RTB/ ARDAhMAk GBSs OAW aBQAEFH7D
kl CvKko4ddi ONODf uf SuG e PMAOGCSgGSI b3DQEBBQUABI GAl PPcl DONppawc W f

Tj D i EFEer 761 cHZuXZwh2f c4Lt 1A3Mh3DNPTYr f 9Te AXBgPLy6PaAnb6qf xY/ DE
5HVONQ7Nn9ync159TchdoePj n33Ft WJI Bo/ GYxBZTOa77f Kgbk AEJMI my RWP3ChEo
n2Eab4TcYoqV8oMNI MrKugi Jqy Y=
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C.6.16 Time Stamp C.4.4

M | DN BAQQAM | BaAQJ CAAAAAAAED mAMCEWCQYFKwA DAho FAAQUF goSQr 20+QRP
J9ykX19yr VoRIb8YDz | wivDl wNDMMVIT Ux MDE4 W AL MAk CAQNg BAI CAf QnggEYMCEW
CQYFKw4ADAhoFAAQUZMpuPa8f vBgKONLr qj sHLf eFuQywi TAJBgUr DgMCGg UABBQD
LQYWa+gMXt AbWaHI t B3appHM.DAhMAk GBSs OAW aBQAEF! i XuR+X1Tt 3wvIX2i CSr

9Nv Uf bd SMCEWCQYFKwWADAhOFAAQUsS X/ i XETEQ vGZ4xcp9HqqZKf 64w TAJIBgUr

DgMCGg UABBTCUBURF NNJ 1My PHRZt 6bi D8qji j 2j AhMAk GBSs OAW aBQAEFJAz/ Xx0
j 0/ HKKRVDHECAk J b3 C9 SMCEWCQYFKwA DAhoFAAQUSZc 9GAT NHf t r ssOQIwAvdVr Uf

Txcw TAIJBgUr DgMCGgUABBT+f Bet kj V4100P7kRCB3ksboPYi wSB5gAAAJPt 2+4i

V/ Phvs4670aj Wre20RVAAAEAI Uguaf Xi 4f i | ] KRBXSCUzFf SgRgAAQAeJeLh44Ul

nGUi wWUZocqLB+5ugwABAJj aXvgOtl j Xk8gqv4l bbHv8FOWAAEAZ 8CM-pKM Zi 3
j ECo6z/ nLVKUj VUAAQDYURWaLhypDVPuvBznD7o0UbnRpOgAAAIPt 2+4i VI Phvs46
70aj Wre20RVAAAEADN/ Y+9N+NRYaj CpgNTmb5/ Q6r mQAAQCS 2pKDSLhpL1WQI+t Z
301cWCRUpgABAJi LPf zCgRLYi NF+BW J4/ FnC9RSM HaMEYw TAJBgUr DgMCGgUA
BBSY60t 3w c3SwzgB0z ThHy RTB/ ARDAhMAK GBSs AW aBQAEFH7Dk| CvKko4ddi O
NCODf uf SuG ePMAOGCSqGSI b3DQEBBQUABI GAl PPcl DONppawc W f Tj I/ i EFEer 76
| cHZuXZwh2f c4Lt 1A3Mh3DNPTYr f 9Te AXBgPLYy6PaAnb6qf x Y/ DESHVONQ7n9ync
159TchdoePj n33Ft WJI Bo/ GYxBZTCa77f Kgbk AEJMI ny RAWP3ChEon2Eab4TcYoqV
8oMNI MrKugi JqyY=

C.6.17 Time Stamp C.5

M | DLAI BAQQUAAEAM EMe4z5ZXDKBMA38qGdhCQNOCok AAQCAIWB5qdM ZQx JDZvp
py qVYk VFd DCCAd EECQy AAAAAABHZX TAh MAk GBSs AW aBQAEFMRASI p1Ra+CumaH
z22CVW TAP1 QOVGA8Y MDAy MDUWM EWNDAY OVggCz AJAQEFOAQCAGHOM | Bg TAhMAKG
BSs OAWM aBQAEFGTKbj 2vH7wYCt DS6607 By 33hbk GVCEWCQYFKwADAho FAAQUAY 0G
FmvoDF7QGLmhy LQd2gaRz Owmn TAJBgUr DgMCGgUABBSI | 7kf | 9U7d8DF9ogkg/ Tb
1H23dz AhMAk GBSs CAW aBQAEFLF/ 641 x Ox Dpbx me MXKf R6qnn+uMCEWCQYFKwAD
AhoFAAQUW AVEXz TSATLzx0Whermig/ Koo9owl TAJBgUr DgMCGgUABBSQM 18dl 9P
xyi KTAXXAuJ CVWOw Ui AhMAKk GBSs OAwW aBQAEFEmMXPRUHz R37a7LDi cAL3ValHO8X
MCEWCQYFKwADAho FAAQU/ nwXLZI 1eNaND+5EQgd5LG6D21 swl TAJBgUr DgMCGgUA
BBRBqS+Br NWLzxpal i 8pV7ZGEAMI ej AhMAK GBSs OAWM aBQAEFA4cpgxwsj f HDn4X
Wu4KKj sd8dPMCEWCQYFKwADAho FAAQU+OwWPewlg3sv YTRht Dnse/ Hs7r YAERQAA
Al JSr G+GE3/ Kxd/ 6DZcUGonQr | X/ AAAA+OwPewlg3svYTRht Dnse/ Hs7r YAAAADuU
nSzakFj KeEHWWQWhLYsCr Z5t TCB2j BAVCEWCQYFKwWADAhoFAAQUNe62r V8i o5ei

KKFBJ717Bc40/ yQm TAIBgUr DgMCGgUABBR+WSCAl SpKOHXY] j Tg37n0r j onj zAN
Bgkghki GwOBAQUFAASBgHXQxuHEVhr 6 XQJ hKSUd GVoL S540QVRgPOXNVWE 6 WWCk v
Xj kvc3D1IATRV2Y81Jnz W NdzFECVb] W i udns AyRsE1pZr Xvj dBYuGp+C96 ThmiX0
g9l f 1pGkeheEcSduxNI n1/ mAMPgy x5/ UvXwl +z BxQPWF7RD3LI GBc Cr kXf r dMNDg
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