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Electronic documents should be non-reputable through signatures and time-stamps and their privacy should be attained via encryption. However, signing and time-stamping encrypted documents does have its problems, since encryption is not necessarily unique. This article discusses the requirements needed in order to maintain the evidence value despite encryption. Furthermore, it shows a practical solution using hybrid encryption based on the Cryptographic Message Standard (CMS).

1. Introduction

The non-repudiation of authorship, integrity or the time of existence of electronic documents must often be proven in the electronic legal world. Besides ensuring the evidence value of documents, the confidentiality must often be safeguarded. Both of these goals should be achieved through electronic signatures, time-stamps and encryption.

Generally, documents are first signed and then encrypted. After decryption, one finds a signed message, whose signatures and time-stamps can be verified. However, sometimes there is a need to reverse this process, namely, the signing and time-stamping of encrypted data. An example of this is the archiving of signed documents. A customer, e.g. a hospital, wants to send encrypted documents, so that the archive provider cannot read them in clear text. Furthermore, one wishes to avoid the release of all patient and doctor details, when the archive provider’s disks are seized due to a legal warrant. At the same time, the archive provider should be able to archive time-stamp the documents, and if necessary, renew them, in order to maintain the evidence value of the signatures [BPRS_2002]. Decryption of the documents before archive time-stamping would defeat the purpose of encryption and would require considerable effort. Another example is a postmaster, where incoming and outgoing documents are attested via signatures, but the content should not be readable.

Unfortunately, the signing and time-stamping of encrypted data is problematic: The evidence that encrypted documents have not been changed, were created by a given author or existed at a given time point, is not necessarily an evidence of the authorship, integrity or timely existence of the corresponding unencrypted document. It could be managed – by maliciously choosing a suitable key – that other documents, besides the originally encrypted document, be ‚decrypted’. 

Therefore, techniques must be used that ensure both the non-repudiation and the confidentiality at the same time.

2. General Requirements

In order to be able to formulate concrete requirements for encryption methods, the processes of encrypting, signing and time-stamping will be abstractly laid out in the following:

It is assumed that a readable document D is encrypted (encrypted document, eD) by a user. The data will then be extended by adding, e.g. the intended recipient, and finally sent or stored (stored document, sD). This stored document would then be signed or time-stamped. Desired are methods that fulfil the following requirements:

· Provable Uniqueness: If a third party (e.g. a judge) is given D and sD, then he must be able to verify that sD corresponds to D and that there exists no other D* that also corresponds to sD. In particular, the proof of existence of D at a given time must follow from the proven existence (via signatures or time-stamps) of sD at this time point. To ensure the applicability to long-term archiving for example, this unique correspondence should be independent of cryptographic assumptions (such as the collision resistance of hash functions).

· Decryption Possibility: Intended recipients must be able to (with help of a secret, e.g. a private key) later derive (decrypt) D from sD. 

· Preservation of the Confidentiality: If additional data is saved with the stored document sD, e.g. data to prove the uniqueness, then this should not help, or at most negligibly help, an attacker break the encryption.

· Efficiency: Decryption and the required steps to prove the uniqueness must be able to be efficiently evaluated, in particular, they must not require an exponential effort.
In the following, current encryption methods will be investigated based on their fulfilment of these requirements. Then a practical solution will be introduced that is based on common methods, namely RSA and DES. Finally, the requirements of the realisation of additional verification components will be discussed.

3. Analysis of the Methods

Today in general, encryption is a two-step process:

· Step 1: The document is initially encrypted using a content encryption key (cek) and a symmetric encryption method.
· Step 2: The content encryption key (cek) is then itself encrypted, using another key. This results in an encrypted content encryption key (ecek). This encryption of cek can use either an asymmetric method (Public key encryption), or a symmetric method where the key is, e.g., derived from a password.

The so-called hybrid methods fall under this two-step process, namely, the methods composed of a Private key and a Public key method. In this case, only the short key, cek, is encrypted using the less efficient Public key method and the, in general, longer document is encrypted using the fast symmetric method.

For the decryption, cek will be first reconstructed from ecek, with the help of a secret (e.g. the password or the private key of the public key method). Then the unencrypted document can be obtained using cek.
So that not only the stored document but also the resulting unencrypted document are non-reputable, both of the used encryption methods, and their parameters and keys, must exhibit certain security properties. These properties must be separately verified in order to prove the uniqueness. This will be described in the following for the two-step encryption method. Step 2 differentiates itself according to the requirements of the manner in which the correspondence between cek and ecek should be performed, i.e. ecek can be decrypted and compared with a purported cek (Decoding), or a given cek can be encrypted and compared with ecek (Re-encoding).

Content-Encryption

When the document D is encrypted via a symmetric encryption component, symEnc, a random value r is needed in addition to the secret symmetric key, cek. Mathematically, all symmetric encryption algorithms are a function of these three parameters, cek, r and D:

C = symEnc(cek, r, D)

The random value r is the empty bitstring in deterministic methods. Otherwise, as a general rule, it consists of only a few bits, e.g. the 64 bit Initial Vector (IV) in the DES-CBC method. It is generally not inputted by the user, rather produced by the encryption program as needed, e.g. via a local pseudo number generator. Admittedly, a cheater could modify the program so that he could freely choose r. In contrast, current decryption algorithms, symDec, operate deterministically, that is, they reproduce the unencrypted document from the cipher text with the help of the key cek. This process does not require that the random value be inputted.
In order that this first step of the two-step process is unique, one must be able to later determine the uniqueness of the document, when cek is given. Consequently, the following properties are necessary: 

Given a key cek and a symmetric method (symEnc, symDec), then one can efficiently prove that at most one document can be reconstructed from a given value C. That is, there is at most one D where D=symDec(cek, C). Given a valid
 key cek and a valid cipher text C = symEnc (cek, r, D), then the document D will always be decoded using symDec.

This property must be verifiable in an open and efficient manner. The requirement on the efficiency rules out costly determination methods (e.g. exhaustive search with exponential cost). The  condition for an open verification allows for a third party to verify the data.

The verification generally includes checking the validity of the key cek, that is, whether the bit length of cek is in an allowable range and whether, in the case of DES, the parity bits are correct etc. For current methods, this is easy to check.

Current encryption algorithms actually fulfil the above properties. However, this is only true when the secret key cek is fixed: Since for most methods, one can in general find another document D* for another valid key cek* ≠ cek (and random value r*), so that:

symEnc (cek, r, D) = C

       = symEnc (cek*, r*, D*)

The question of if and how many such collisions (D, D*) exist, and whether such documents are „meaningful“, is difficult to answer. Generally, it can be determined that with current methods the number of such possibilities correspond to the number of possible valid keys. Thus, unlike hash collisions, such collisions are finite, albeit possibly very large.
 Even though collisions for meaningful documents appear to be unlikely, we are not aware of any results about such collisions for specific symmetric methods. Thus, it remains open, whether current or future methods can or will eliminate such attacks. The existence of meaningful collisions must not be completely ignored, in particular, when it comes to the legal question of non-repudiation.

One may come up with the idea of another way to cheat by choosing the same key, cek*=cek, but using a different random value r*

symEnc (cek, r, D) = C

      = symEnc (cek, r*, D*)

to find a collision for another Document D*. This would imply that the decryption, using symDec, was not unique, since the Ciphertext C would be produced from differing documents but the same key cek. Hence, to eliminate this possibility of cheating, symmetric methods must support unique decryption, which is indeed the case for classical methods.

To summarise, to guarantee the uniqueness of a Document D when using current methods (that guarantee a unique decryption), it is necessary and sufficient that the chosen encryption method in step two and the key cek are unambiguous. This means that these inputs must also be stored (in Step 2), in addition to the document itself. An alternative would be to require that the Ciphertext C uniquely determines the key cek, so that this attack of choosing another key is eliminated. However, current methods do not have this property.

Asymmetric encryption with Re-encoding

In this variant of the second step, the encryption of the Content-Encryption-Key, cek is encrypted using an asymmetric encryption method, along with a public key pk and random value s:

ecek = asymEnc ( pk, s, cek )

The description of the method asymEnc, the public key pk, as well as the encrypted content encryption key ecek will then be stored. The evidence that ecek really corresponds to cek can always be produced, when the verifier decrypts (Decoding) ecek or when he encrypts cek again and compares the result with ecek (Re-encoding). We initially consider the case of re-encoding.
In the case of re-encoding, the demonstrator must store the random value s separately. The key cek will be later calculated from ecek with the help of the private key sk (corresponding to pk), otherwise cek must also be separately stored. As evidence, cek and the random value s will be later given to the verifier. The verifier can then re-encode cek using the stored description of asymEnc, pk and s. That is, he calculates asymEnc (pk, s, cek) and compares its result with the stored value ecek.

To guarantee the uniqueness of cek, the following requirements must be fulfilled:

Given pk and an asymmtric method asymEnc, one can efficiently check that at most one cek may be reconstructed from the given value ecek. That is, there exists at most one cek, so that ecek = asymEnc (pk, s, cek). 

The possibilities of cheating are initially the same as those with symmetric encryption. Therefore, it cannot be ruled out, that there exists pk*, s* and cek*, such that ecek = asymEnc (pk*, s*, cek*). This cheat can be prevented by specifying, i.e. storing, pk, which can be then openly verified. It is noted that an attack, via the manipulation of the random value s, is not possible, as in current asymmetric methods, since this would imply that the decryption is not unique. There is, however, a further cheat, which is possible through the choice of a suitable key.

If, for example, a cheater using RSA chooses a valid modulo N with exponent e, such that e is not relatively prime to ((N)=(p-1)(q-1), then the RSA-function x ( xe mod N is ambiguous, that is, every value in the image is a map from multiple preimages. Through the choice of e=2, there exists for example 4 preimages. If one allows any exponent, then an attacker can even choose an exponent so that the number of preimages for this RSA-parameter approaches the order of N. That is, for current security parameters, the number of preimages lies in the magnitude of 21000.
 Special exponents, such as e=2, are admittedly easy to detect and avoid. However, without knowledge of the private key, it is in general not efficiently verifiable whether e is relatively prime to ((N), and thus that the RSA-function is one-to-one.
For a given Ciphertext and encryption method, the number of collisions and the possibility for a cheater to find such collisions using a suitable choice of the public key is method dependent. The number is obviously finite, while the quality of the collisions (i.e. whether „meaningful“ keys cek, cek* derive „meaningful“ documents D, D* using the symmetric method symEnc) through the combination of symEnc and asymEnc is even more difficult to predict. This depends on, among other things, the formatting rules of the method. The RSA PKCS#1 v2.1 Padding noticeably constricts the number of possible preimages, so that even for maliciously chosen parameters, the number of meaningful preimages is substantially less than for example 21000. However, in this area, there is also no related work known to us.

Conclusion: In order to guarantee the uniqueness, pk and the description of asymEnc must be stored and the public key must be suitable. This requires additional validation steps that, in particular, must be efficient and open (i.e. without knowledge of the private key).

Asymmetric encryption with Decoding

The storage phase of this approach is identical to the re-encoding approach. However, as evidence, the private key sk will also be transferred. The receiver then decodes ecek to obtain the Content-Encryption-Key, cek.

A disadvantage of this approach is that the confidentiality is jeopordised of all the stored documents that used the corresponding public key, when the document owner hands over his private key. On the other hand, the possibility of cheating is significantly reduced by the hand-over of the private key. Using RSA as an example, after obtaining the private key (i.e. the factorisation of N or equivalently decrypting exponent d), one can efficiently verify that the key is a „proper“ RSA key. This is achieved by verifying the primality of p,q, and checking that N=pq and that e is relatively prime to (p-1)(q-1). These steps can be efficiently carried out.
 In general, the requirements on uniqueness are:

Given sk, pk and the description of the encryption method (asymEnc, asymDec), one can efficiently verify that there is at most one key cek that can be reconstructed from a given value ecek. That is, there exists at most one cek with cek = asymDec (sk, pk, ecek). cek will always be decoded from a valid key pair (sk,pk) and a valid Ciphertext ecek = asymEnc (pk, s, cek).

Although these requirements are efficiently verifiable for RSA, as already mentioned, this cannot be simply implied for other encryption methods in general.

In conclusion, additional verification steps are also necessary by the decoding approach. Which steps these are, is dependent on the method; the general requirements were formulated above and illustrated for the RSA case.
Password-based Encryption

In the case of password based encryption, the Content-Encryption-Key cek is encrypted with the help of a symmetric method. For this purpose, the password pw is initially mapped to a Document-Key dk, using a Key-Derivation-Function KDF (with public parameter p). The Document-Key is then used to encrypt cek using the symmetric method symEnc’, whereby the same method symEnc can be used for symEnc’.


dk = KDF ( pw, p )


ecek = symEnc’ ( dk, s, cek )

For decryption, only the password pw is needed. Using KDF, the verifier then calculates the Document-Key dk and decrypts ecek using symDec’.

In this approach, the password pw should uniquely map to the content encryption key: 

Given algorithms symEnc’, symDec’ and KDF (and its public parameter p), one can efficiently verify that at most one key can be reconstructed from a given value ecek. That is, there exists at most one cek with cek = symDec’( dk , ecek ), whereby dk = KDF ( pw, p ). cek will always be decoded from a valid password pw and a valid Ciphertext ecek = symEnc’( dk, cek, s ) with dk = KDF ( pw, p ).

Thus, the requirements here on uniqueness, as in the case of Content-Encryption, are essentially reduced to the uniqueness of the method symEnc’ (see above). Current symmetric methods do not guarantee this uniqueness and appropriate constructions, which fulfil this requirement, are very costly [CMR_1998, F_1999]. Password based encryption is thus dropped insofar as a de facto method.

Special Problem: Multiple Recipients

There is an additional problem to consider, if a message is to be encrypted (using the described hybrid method) for multiple recipients. A cheater could intentionally encrypt differing cek’s for the different recipients. Then, the same encrypted document could correspond to differing decrypted documents, depending on which pk for re-encoding or which sk for decoding was used.

This ambiguity is irrelevant for the proof of timely existence of data (such as for signature renewal via archive time-stamping of encrypted documents). The same stored message proves, at the same time, the timely existence of multiple decrypted documents. The problem with the ambiguity arises when the Content of the Declaration (in electronic form) needs to be established. In this case, differing contents could be presented and they could lead to difficulties in deciding which content should be accepted [Pord_2003]. In order to avoid this possibility, one must decode (or re-encode) the Document-Encryption-Key for all the recipients and verify that they are consistent.
4. Solutions

In this section, we suggest some solutions that fulfil the above requirements. These solutions achieve the same efficiency level as compared to current encryption methods, which do not hold the uniqueness property. We consider solutions based on the Cryptographic Message Syntax (CMS, RFC 3369) and of the type „enveloped data“ with encrypted data. 

According to CMS, the sender can send an encrypted document (using cek) within a cryptographic message of type EnvelopedData. The description of the encryption method symEnc is contained within this structure, in the form of the unique ContentEncryptionAlgorithmIdentifier. The value ecek and the description of the algorithm asymEnc are added to a RecipientInfo element. In addition to ecek, the certificate, the public key pk and the method asymEnc can be added to the element KeyEncryptionAlgorithmIdentifier, in particular using the elements RecipientIdentifier and KeyEncryptionAlgorithmIdentifier. 
Symmetric Encryption

As already mentioned, all conventional symmetric algorithms fulfil the property of uniqueness for documents with a determined Content-Encryption-Key cek. In particular, the following fulfil this property, in conjunction with a usable method in CMS for Content Encryption:

· Triple-DES CBC, see RFC 3370, Section 5.1, as well as references there

· RC2 CBC, see RFC 3370, Section 5.2, as well as references there

· IDEA CBC, see RFC 3058

The „Modes of Operation“ for AES are still being specified at the moment. It is expected that AES will also be a suitable encryption algorithm for unique decoding. Therefore, in the context of CMS, there exists a multitude of suitable and usable methods that fulfil the uniqueness property.

Re-encoding

We describe two solutions that add the uniqueness property to the RSA encryption method RSA-PKCS#1 v2.1. One solution is based on using a key pair of a trusted third party and is in principle portable to other encryption methods. The other, RSA specific, solution uses large encryption exponents.

In order to eliminate the ambiguity within RSA-PKCS#1 v2.1 (including its specified padding), it is sufficient to make the mapping x ( xe mod N one-to-one. To achieve this, the exponent e, within the public key, must simply be chosen such that it is relatively prime to modulo N. The proof that this is the case can be shown in a variety of ways:

The signer uses an RSA key whose security properties were confirmed by a trusted third party. For example, his RSA key pair could be created by a trustworthy, accredited Certificate Authority (CA). Another alternative is the use of a public key from a trusted third party, who guarantees the security properties of the key. The signer encrypts cek with his own public key and then also encrypts cek with the public key of the trusted third party and adds this ecek to the structure (parallel encryption). For decryption, he uses his own key, but for evidence of existence, he does re-encoding using the key of the trusted third party, whose certificate is contained within Recipient-Info. The value of cek is binding, since it was derived through the method of re-encoding, using the key of the trusted third party.

This solution is elegant inasmuch that the certification of encryption keys by third parties is avoided. However, the disadvantage is that the owner of the auxiliary key (i.e. trusted third party) could possibly read the document. 

For the RSA method, there exists a special alternative that avoids the certification of the keys. The signer chooses a key, whose exponent e is so chosen that it is prime and bit length(e)>bit length(N) (and other known security requirements are respected in the choice of the exponent). With this type of exponent, the recipient can easily compare the bit lengths and can then test the primality of e via quick, probabilistic standard methods (e.g. Miller-Rabin test) with a small chosen degree of error or via slower, error-free tests [AKS_2002]. These tests guarantee the uniqueness property of the RSA mapping, without being dependent upon the choice of N [H_1999]. In this manner, the data is protected from third parties. Only the efficiency is affected by the choice of the large exponent: The cost is in the order of magnitude of traditional RSA decoding (without the use of the Chinese Remainder Theorem). 

It is noted, that when the re-encoding method is used, the signer must later handover the key cek and the random value s. Both values can be extracted from ecek within the RSA-PKCS#1 v2.1 structure. Namely, the value cek is directly returned by the decryption algorithm; retrieving in addition the random value s is  possible but requires modifications to the program code of the decryption procedure. 

Decoding

In this variant, the private key is handed over to the third party (e.g. judge). Thus, in the case of, e.g., RSA, it is easier to verify that the RSA function is one-to-one. 

For RSA, upon the reception of sk and pk, the recipient can easily calculate the factorisation p,q, and verify that they are prime, and verify that e is relatively prime to ((N)=(p-1)(q-1). The advantage of this method is that the choice of the exponent is not limited. In return, sk and the factorisation must be relinquished, when the encryption is verified. Consequently, if the verifier keeps a copy of the key or factorisation of the modulo, he can read all of the other messages encrypted with this public key. It must be further noted, that sk must be obtainable, that is, it must not be contained on a data medium that prevents the retrieval of the value (e.g. a signature card).

As in the case of re-encoding, a trusted third party can be used to obtain a certified RSA key pair. The encrypted document is decrypted with the private key. Afterwards, it must be verified that the private key corresponds to the certified public key. This can be done in a simple manner (such as through the verification of the RSA exponent equation ed=1 mod ((N)).

5. Realisation

In order to realise the described concepts in software, additional software components (for each encryption method) must be developed for the verification of the uniqueness of the encryption and decryption. Furthermore, these new components must be trustworthy. If encrypted data is signed using qualified time-stamps or signatures in accordance to the German Signature Law, then the verification components require a declaration from the software producer. Furthermore, if accredited signatures are to be verified, then security-certified components are necessary.

To illustrate the deployment of the re-encoding method, based on the above-mentioned example solutions (CMS with asymmetric RSA encryption and one of the given symmetric algorithms), one could imagine the following procedures and software component functionality: The demonstrator establishes D and cek, for which standard encryption software can be utilised. For the re-encoding, he must give the verifier (e.g. judge) the stored document (CMS enveloped data), as well as s, cek and D. The certified software of the verifier must then re-encode ecek (using RSAenc (pk, s, cek)) and verify that it matches the ecek stored within the Recipient-Info of the CMS message. The certificate containing pk must be then retrieved from the CMS message and it must be verified that it is consistent and was issued by an accredited CA. If all these tests pass, then the software can decrypt the content using cek and compare it with D (received from the demonstrator). If they match, then the decrypted document D corresponds to the stored sD and any (verified and valid) time-stamps or signatures for sD are valid for D as well.

In the case that decoding is used, the following steps are imaginable: The verifier receives the stored document fD and the private key. The verifier now decodes the stored ecek with his trustworthy software, that is, he calculates RSAdec (sk, ecek) = cek. After this, the software conducts the verification of the key and related certificate, as already described for re-encoding (e.g. that pk and sk correspond to one another). Finally, the stored, encrypted content is decrypted. Then it can be determined whether the derived D corresponds to the stored sD and that any (verified and valid) time-stamps or signatures for sD are valid for D as well.

As part of the verification of the keys’ properties, it is suggested to check whether the certificate (containing the key) was issued by a trusted, accredited CA. In the context of signatures, in practise, currently known CAs may be considered trustworthy. Admittedly, unlike for signature keys, there are currently no legal guidelines for the certification of encryption keys. Thus, it is unclear whether the assurance of an encryption key's properties will be legally accepted solely based on virtue of a certificate. (That is, that the key was created and adheres to the aforementioned requirements on such keys.) If one wishes to eliminate this legal uncertainty, one can use an RSA signing key that was generated and certified by a qualified CA according to SigG. This signing key is then used in adherence to the security aspects of RSA encryption, instead of RSA signing.

6. Conclusion and Outlook

The signing or time-stamping of encrypted documents is not without its problems, since encryption algorithms do not necessarily guarantee uniqueness. Unfortunately, the corresponding risk is not reliably quantifiable for current encryption methods. This risk is avoidable through additional constraints on the quality of the key and its verification, as well as through parallel signing of the method description and parameters. Solutions are possible based on the current Cryptographic Message Standards, using algorithms, such as RSA and DES. The solutions have differing advantages and disadvantages. The decoding variant has the advantage that the recipient need not know any other parameter besides his private key, which is always needed to decrypt the document. The disadvantage is that the private key must be disclosed when the uniqueness of the document is to be proven. This appears to be bearable, so long as this disclosure only occurs in the rare case of a court case and the key is only given to a judge or expert. The re-encoding variant avoids this disadvantage. We find that the solution with large RSA exponents is particularly suitable, since it requires neither a certificate nor the disclosure of the private key. Its disadvantage is however, that the random value s must be handed over; hence it must be separately stored.

Other solutions, besides the named ones, are possible, if the possibility of decryption is foregone. This is reasonable when documents are only to be stored to prove their timely existence and the user saves a copy himself. Then Commitment-Techniques [Gold_2001] could be utilised, instead of encryption methods.

It must be noted that when traditional encryption algorithms are used, their security reduces over time. Fortunately, the importance of the confidentiality of a document also, in general, reduces over time.  Thus, the risk that the encryption is broken in the long-term is often acceptable.
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� This paper firstly was published in german language: “Nichtabstreitbarkeit trotz Verschlüsselung“, Datenschutz und Datensicherung 3 / 2004, pp 163-168. Basic ideas were developed in the project “ArchiSig - Conclusive and secure long term archiving of digitally signed documents”.supported by the German Federal Ministry of Economics and Technology (VERNET program) under the number 01MS121.


� A value is called valid, when it is a possible value, according to the algorithm’s specification, that is, an allowed key or a correct cipher text. 


� Admittedly, hash methods, such as SHA-1, have also only a finite domain, because the length of input is bounded. However, in theory, hash methods possess an unbounded domain.


� For example, one can choose p-1 and q-1 as the product of small primes 2,3,5,7,… and e as the product of a large subset of these primes.


� Normally encryption keys should not be used as signature keys and vice versa. Also key usage field of key certificate may restrict usage of key to signing. On the other hand no one can hinder others to use RSA public signature verification key as public encryption key.






